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With	Play	App	Signing,	Google	manages	and	protects	your	app's	signing	key	for	you	and	uses	it	to	sign	optimized	distribution	APKs	that	are	generated	from	your	app	bundles.	Play	App	Signing	stores	your	app	signing	key	on	Googles	secure	infrastructure	and	offers	upgrade	options	to	increase	security.	To	use	Play	App	Signing	in,	you	need	to	be	an
account	owner	or	a	user	with	the	Release	to	production,	exclude	devices,	and	use	Play	App	Signing	permission,	and	you	need	to	accept	the	Play	App	Signing	Terms	of	Service.	How	it	works	When	you	use	Play	App	Signing,	your	keys	are	stored	on	the	same	secure	infrastructure	that	Google	uses	to	store	its	own	keys.	Keys	are	protected	by	Googles	Key
Management	Service.	If	you	want	to	learn	more	about	Googles	infrastructure,	read	the	Google	Cloud	Security	Whitepaper.	Android	apps	are	signed	with	a	private	key.	To	ensure	that	app	updates	are	trustworthy,	every	private	key	has	an	associated	public	certificate	that	devices	and	services	use	to	verify	that	the	app	update	is	from	the	same	source.
Devices	only	accept	updates	when	its	signature	matches	the	installed	apps	signature.	By	letting	Google	manage	your	app	signing	key,	it	makes	this	process	more	secure.	Note:	For	apps	created	before	August	2021,you	can	still	upload	an	APK	and	manage	your	own	keys	instead	of	using	Play	App	Signing	and	publishing	with	an	Android	App	Bundle.
However,	if	you	lose	your	keystore	or	it	becomes	compromised,	you	wont	be	able	to	update	your	app	without	publishing	a	new	app	with	a	new	package	name.	For	these	apps,	Play	recommends	using	Play	App	Signing	and	switching	to	app	bundles.Descriptions	of	keys,	artifacts,	and	tools	Term	Description	App	signing	key	The	key	Google	Play	uses	to
sign	the	APKs	that	are	delivered	to	a	user's	device.	When	you	use	Play	App	Signing,	you	can	either	upload	an	existing	app	signing	key	or	have	Google	generate	one	for	you.	Keep	your	app	signing	key	secret,	but	you	can	share	your	apps	public	certificate	with	others.	Upload	key	The	key	you	use	to	sign	your	app	bundle	before	you	upload	it	on	Google
Play.	Keep	your	upload	key	secret,	but	you	can	share	your	apps	public	certificate	with	others.	For	security	reasons,	its	a	good	idea	to	have	app	signing	and	upload	keys	that	are	different	from	each	other.	There	are	two	ways	to	generate	an	upload	key:	Use	your	app	signing	key:	If	you	have	Google	generate	an	app	signing	key,	the	key	you	use	for	your
first	release	is	also	your	upload	key.	Use	a	separate	upload	key:	If	you	provide	your	own	app	signing	key,you	are	given	the	option	to	generate	a	new	upload	key	for	increased	security.	If	you	dont	generate	one,	use	your	app	signing	key	as	your	upload	key	to	sign	releases.	Certificate	(.der	or	.pem)	A	certificate	contains	a	public	key	and	extra	identifying
information	about	who	owns	the	key.	The	public	key	certificate	lets	anyone	verify	who	signed	the	app	bundle	or	APK,	and	you	can	share	it	with	anyone	because	it	doesnt	include	your	private	key.	To	register	your	key(s)	with	API	providers,	you	can	download	the	public	certificate	for	your	app	signing	key	and	your	upload	key	from	the	Play	App	Signing
page	(Test	and	release>	Setup	>	App	signing)	in	Play	Console.	The	public	key	certificate	can	be	shared	with	anyone.	It	doesnt	include	your	private	key.	Certificate	fingerprint	A	short	and	unique	representation	of	a	certificate	that	is	often	requested	by	API	providers	with	the	package	name	to	register	an	application	to	use	their	service.	The	MD5,	SHA-
1,	and	SHA-256	fingerprints	of	the	upload	and	app	signing	certificates	can	be	found	on	the	Play	App	Signing	page	(Test	and	release>	Setup	>	App	signing)	inPlay	Console.	Other	fingerprints	can	also	be	computed	by	downloading	the	original	certificate	(.der)	on	the	same	page.	Java	keystore	(.jks	or	.keystore)	A	repository	of	security	certificates	and
private	keys.	Play	Encrypt	Private	Key	(PEPK)	tool	A	tool	to	export	private	keys	from	a	Java	keystore	and	encrypt	them	for	transfer	to	Google	Play.	When	you	provide	the	app	signing	key	for	Google	to	use,	select	the	option	to	export	and	upload	your	key	(and	its	public	certificate	if	required)	and	follow	the	instructions	to	download	and	use	the	tool.	If
you	prefer,	you	can	download,	review,	and	use	the	PEPK	tools	open	source	code.	App	signing	process	Heres	how	the	process	works:	Sign	your	app	bundle	and	upload	it	toPlay	Console.	Google	generates	optimized	APKs	from	your	app	bundle	and	signs	them	with	the	app	signing	key.	Google	uses	apksignerto	add	two	stamps	toyour	apps	manifest
(com.android.stamp.source	and	com.android.stamp.type)	and	then	sign	the	APKs	with	your	app	signing	key.	Stamps	added	by	apksigner	makeit	possible	to	traceAPKs	to	who	signed	them.	Google	delivers	signed	APKs	to	users.	Set	up	and	manage	Play	App	Signing	If	your	app	isn't	yet	using	Play	App	Signing,	follow	the	instructions	below.	Step	1:	Create
an	upload	key	Following	theseinstructions,	create	an	upload	key.	Sign	your	app	bundlewith	the	upload	key.	Step	2:	Prepare	your	release	Follow	the	instructions	to	prepare	and	roll	out	your	release.	After	you	select	a	release	track,	the	App	integrity	section	displays	the	status	of	Play	App	Signing	for	your	app.	To	proceed	with	a	Google-generated	app
signing	key,	upload	your	app	bundle.	Alternatively,	you	can	select	Change	app	signing	key	to	access	the	following	options:	Use	a	Google-generated	app	signing	key:	More	than	90%	of	new	apps	use	Google-generated	app	signing	keys.	Using	a	Google-generated	key	protects	against	loss	or	compromise	(the	key	is	not	downloadable).	If	you	choose	this
option,	you	can	download	distribution	APKs	from	theApp	bundle	explorer	signed	with	the	Google-generated	key	for	other	distribution	channels,	or	use	a	different	key	for	them.	Use	a	different	app	signing	key:	Choosing	the	app	signing	key	allows	you	to	use	the	same	key	as	another	app	in	your	developer	account	or	keep	a	local	copy	of	your	app	signing
key	for	increased	flexibility.	For	example,	you	might	already	have	a	key	decided	because	your	app	is	pre-installed	on	some	devices.	Having	a	copy	of	your	key	outside	Googles	servers	increases	risk	if	the	local	copy	is	ever	compromised.	You	have	the	following	options	for	how	to	use	a	different	key:	Use	the	same	app	signing	key	as	another	app	in	this
developer	account	Export	and	upload	a	key	from	Java	keystore	Export	and	upload	a	key	(not	using	Java	keystore)	Opt	out	of	Play	App	Signing	(you	should	only	choose	this	option	if	you	plan	to	upgrade	your	app	signing	key	to	enroll	into	Play	App	Signing).	Complete	the	remaining	instructions	to	prepare	and	roll	out	your	release.	Note:	You	need	to
accept	the	Terms	of	Service	and	opt	in	to	app	signing	to	continue.	Step	3:	Register	your	app	signing	key	with	API	providers	If	your	app	uses	any	APIs,	you	usually	need	to	register	your	app	signing	key	with	themfor	authentication	purposes	using	the	fingerprint	of	the	certificate.	Heres	where	to	find	the	certificate:	Open	Play	Console	and	go	tothePlay
App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Tip:	You	can	also	access	this	page	via	the	App	integrity	page	(Test	and	release	>	App	integrity),	which	contains	integrity	and	signing	services	that	help	you	ensure	that	users	experience	your	apps	and	games	in	the	way	you	intend.	Scroll	to	the	App	signing	key	certificate	section	and	copy	the
fingerprints	(MD5,	SHA-1,	and	SHA-256)	of	your	app	signing	certificate.	If	the	API	provider	requires	a	different	type	of	fingerprint,	you	can	also	download	the	original	certificate	in	.der	format	and	convert	it	using	the	transformation	tools	that	the	API	provider	requires.	App	signing	key	requirements	When	you	use	a	Google-generated	key,	Google
automatically	generates	a	cryptographically	strong	RSA	key	thats	4096	bits.	If	you	choose	to	upload	your	own	app	signing	key,	then	it	must	be	an	RSA	key	thats	2048	bits	or	more.Instructions	for	private	apps	and	apps	created	before	August	2021	Open	Play	Console	and	go	tothePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Tip:	You
can	also	access	this	page	via	the	App	integrity	page	(Test	and	release	>	App	integrity),	which	contains	integrity	and	signing	services	that	help	you	ensure	that	users	experience	your	apps	and	games	in	the	way	you	intend.	If	you	havent	already,	review	the	Play	App	Signing	Terms	of	Service	and	select	Accept.	Locate	your	original	app	signing	key.	Open
Play	Console	and	go	tothePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Select	the	export	and	upload	option	that	best	suits	your	release	process	and	upload	an	existing	app	signing	key.	Create	an	upload	key	and	upload	the	certificate	to	Google	Play.	You	can	also	continue	to	use	the	app	signing	key	as	your	upload	key.	Copy	the
fingerprints	(MD5,	SHA-1,	and	SHA-256)	of	your	app	signing	certificate.	For	testing	purposes,	you	may	need	to	register	the	certificate	of	your	upload	key	with	API	providers	using	the	certificate	fingerprint	and	the	app	signing	key.	When	you	release	updates	for	your	app,	you	need	to	sign	them	with	your	upload	key.	If	you	didnt	generate	a	new	upload
key:	Continue	using	your	original	app	signing	key	to	sign	app	bundles	before	you	upload	them	to	Google	Play.	If	you	lose	your	original	app	signing	key,	you	can	generate	a	new	upload	key	and	register	it	with	Google	to	continue	updating	your	app.	If	you	generated	a	new	upload	key:	Use	your	new	upload	key	to	sign	app	bundles	before	you	upload	them
to	Google	Play.	Google	uses	the	upload	key	to	verify	your	identity.	Ifyou	lose	your	upload	key,	you	can	contact	support	to	reset	it.	Upgrade	your	app	signing	key	to	enroll	into	Play	App	Signing	You	might	want	to	do	it	if	you	are	not	able	to	share	your	existing	key.	Before	you	choose	to	upgrade	your	app	signing	key	to	enroll,	note	that:	This	option	will
require	a	dual	release.	You	will	need	to	upload	an	app	bundle	and	an	APK	signed	with	your	legacy	key	in	every	release.	Google	Play	will	use	your	app	bundles	to	generate	APKs	signed	with	the	new	key	for	devices	on	Android	R*	(API	level	30)	or	later.	Your	legacy	APKs	will	be	used	for	older	Android	releases	(up	to	API	level	29).	*If	your	app	makes	use
of	sharedUserId,	it	is	recommended	to	apply	key	upgrade	for	installs	and	updates	on	devices	running	Android	T(API	level	33)	or	later.	To	configure	this,	please	set	an	accurate	minimum	SDK	version	in	the	bundle	configuration.	Step	1:	Upload	your	new	key	and	generate	and	upload	proof-of-rotation	For	the	new	key	to	be	trusted	on	Android	devices,
you	must	upload	a	new	signing	key	from	a	repository,	and	generate	anduploadproof-of-rotation:	Open	Play	Console	and	go	tothePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Tip:	You	can	also	access	this	page	via	the	App	integrity	page	(Test	and	release	>	App	integrity),	which	contains	integrity	and	signing	services	that	help	you
ensure	that	users	experience	your	apps	and	games	in	the	way	you	intend.	Select	the	App	signing	tab.	Click	Show	advanced	options,	and	select	Use	a	new	app	signing	key	(this	requires	ongoing	dual	releases).	Choose	to	use	the	same	app	signing	key	as	another	app	in	your	developer	account,	or	to	upload	a	new	app	signing	key	from	Android	Studio,
Java	KeyStore,	or	another	repository.	Following	the	on-screen	instructions,	download	and	run	the	PEPK	tool.	When	your	ZIP	isready,	click	Upload	generated	ZIPand	upload	it	to	Play	Console.	Next	to	"5.	Allow	the	new	key	to	be	trusted	on	Android	devices	by	uploading	proof-of-rotation,"	click	Show	instructions.	Download	APKSignerand	generate	proof-
of-rotation	by	running	this	command:	$	apksigner	rotate	--out	/path/to/new/file	--old-signer	--ks	old-signer-jks	--set-rollback	true	--new-signer	--ks	new-signer-jks	--set-rollback	true	Click	Upload	generatedproof-of-rotation	file,	and	upload	the	proof-of-rotation	generated	in	step	8.	Click	Save.	Create	an	upload	key	andupdate	keystores	For	increased
security,	signing	your	app	with	a	new	upload	key,	instead	of	your	app	signing	key,	is	recommended.	You	can	create	an	upload	key	when	you	opt	in	to	Play	App	Signing,	or	you	can	create	an	upload	key	later	by	visiting	thePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Heres	how	to	create	an	upload	key:	Follow	the	instructions	on	the
Android	Developers	site.	Store	your	key	in	a	safe	place.	Export	the	certificate	for	the	upload	key	to	PEM	format.	Replace	the	following	underlined	arguments:	$	keytool	-export	-rfc	-keystore	upload-keystore.jks	-alias	upload	-file	upload_certificate.pem	When	prompted	during	the	release	process,	upload	the	certificate	to	register	it	with	Google.	When
you	use	an	upload	key:	Your	upload	key	is	only	registered	with	Google	to	authenticate	the	identity	of	the	app	creator.	Your	signature	is	removed	from	any	uploaded	APKs	before	theyre	sent	to	users.Upload	key	requirements	Must	be	an	RSA	key	that's	2048	bits	or	more.	Update	keystores	After	you	create	an	upload	key,	here	are	some	locations	that	you
may	want	to	check	and	update:	Local	machines	Locked	on-site	server	(varying	ACLs)	Cloud	machine	(varying	ACLs)	Dedicated	secrets	management	services	(Git)	repositories	Upgrade	your	app	signing	key	This	section	contains	instructions	relating	to	upgrading	your	app	signing	key.	If	you	lost	your	upload	key,	you	do	not	need	to	request	a	key
upgrade;	refer	instead	to	the	Lost	or	compromised	upload	key?	section	at	the	bottom	of	this	page.	In	some	circumstances,	you	can	request	an	app	signing	key	upgrade.	Here	are	a	couple	of	reasons	to	request	an	app	signing	key	upgrade:	You	need	a	cryptographically	stronger	key.	Your	app	signing	key	has	been	compromised.	Important:	Key	upgrades
are	only	supported	for	apps	that	use	app	bundles.	Before	requesting	a	key	upgrade	in	Play	Console,	read	the	Important	considerations	before	requesting	a	key	upgrade	section	below.	You	can	then	expand	the	other	sections	below	to	learn	more	about	requesting	a	key	upgrade.Important	considerations	before	requesting	a	key	upgrade	Before
requesting	a	key	upgrade,	its	important	to	understand	the	changes	that	you	may	need	to	make	after	the	upgrade	is	complete.	If	you	use	the	same	app	signing	key	for	multiple	apps	to	share	data/code	between	them,	you	need	to	update	your	apps	to	recognize	both	your	new	and	legacy	app	signing	key	certificates.On	devices	running	Android	S	(API	level
32)	or	below,	only	the	legacy	app	signing	key	certificate	is	recognized	by	the	Android	platform	for	the	purpose	of	data/code	sharing.	If	your	app	uses	APIs,	make	sure	to	register	the	certificates	for	your	new	and	legacy	app	signing	key	with	API	providers	before	publishing	an	update	to	ensure	the	APIs	continue	working.	Certificates	are	available
onthePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing)	inPlay	Console.	If	any	of	your	users	install	updates	via	peer-to-peer	sharing,	theyll	only	be	able	to	install	updates	that	are	signed	with	the	same	key	as	the	version	of	your	app	which	they	already	have	installed.	If	theyre	unable	to	update	their	app	because	they	have	a	version	of	your
app	thats	signed	with	a	different	key,	they	have	the	option	of	uninstalling	and	reinstalling	the	app	to	get	the	update.	Request	a	key	upgrade	for	all	installs	on	Android	N	(API	level	24)	and	above	Each	app	can	have	its	app	signing	key	upgraded	for	all	installs	on	Android	N	(API	level	24)	and	above	once	annually.	If	you	successfully	request	this	key
upgrade,	your	new	key	is	used	to	sign	all	installs	and	app	updates.	On	devices	running	Android	T	(API	level	33)	and	above,	the	Android	platform	enforces	the	usage	of	the	upgraded	key.	On	devices	running	Android	S	(API	level	32)	or	below,	the	Android	platform	does	not	enforce	the	usage	of	this	upgraded	key	and	still	recognizes	the	legacy	signing	key
as	the	apps	signing	key.	This	also	includes	any	Android	platform	features	(for	example,	custom	permission	sharing)	that	rely	on	the	apps	signing	key.	On	devices	running	Android	N	(API	level	24)	to	Android	S	(API	level	32),	Google	Play	Protect	will	check	that	app	updates	are	signed	with	your	upgraded	key,	unless	turned	off	by	the	user.	This	provides
an	additional	validation	since	the	Android	Platform	does	not	enforce	the	usage	of	the	upgraded	key	on	devices	running	Android	S	(API	level	32)	or	below.	Open	Play	Console	and	go	tothePlay	App	Signing	page	(Test	and	release	>	Setup	>	App	signing).	Tip:	You	can	also	access	this	page	via	the	App	integrity	page	(Test	and	release	>	App	integrity),
which	contains	integrity	and	signing	services	that	help	you	ensure	that	users	experience	your	apps	and	games	in	the	way	you	intend.	In	the	Upgrade	your	app	signing	key	card,	select	Request	key	upgrade.	Select	an	optionto	upgrade	your	app	signing	key	to	all	installs	on	Android	Nand	above.	Have	Google	generate	a	new	app	signing	key
(recommended)	or	upload	one.	After	upgrading	your	app	signing	key,	if	you	were	using	the	same	key	for	your	app	signing	and	upload	key,	you	can	continue	using	your	legacy	app	signing	key	as	your	upload	key	or	generate	a	new	upload	key.	Select	a	reason	for	requesting	app	signing	key	upgrade.	If	necessary,	register	your	new	app	signing	key	with
API	providers.	Tip:	If	you	distribute	your	app	on	multiple	distribution	channels	and	you	want	to	maximise	app	update	compatibility	for	your	users,	you	should	upgrade	your	key	on	each	distribution	channel.	To	be	compatible	with	Google	Plays	key	upgrade,	use	the	ApkSigner	tool,	bundled	with	Android	SDK	Build	Tools	(revision	33.0.1+):	$	apksigner
sign	--in	${INPUT_APK}	--out	${OUTPUT_APK}	--ks	${ORIGINAL_KEYSTORE}	--ks-key-alias	${ORIGINAL_KEY_ALIAS}	--next-signer	--ks	${UPGRADED_KEYSTORE}	--ks-key-alias	${UPGRADED_KEY_ALIAS}	--lineage	${LINEAGE}	Learn	more	about	how	app	updates	work.	Best	practices	If	you	also	distribute	your	app	outside	of	Google	Play	or	plan
to	later	and	want	to	use	the	same	signing	key,	you	have	two	options:	Either	let	Google	generate	the	key	(recommended)	and	then	download	a	signed,	universal	APK	from	the	from	App	bundle	explorer	to	distribute	outside	of	Google	Play.	Or	you	can	generate	the	app	signing	key	you	want	to	use	for	all	app	stores,	and	then	transfer	a	copy	of	it	to	Google
when	you	configure	Play	App	Signing.	To	protect	your	account,	turn	on	2-Step	Verification	for	accounts	with	access	toPlay	Console.	After	publishing	an	app	bundle	to	a	release	track,	you	can	visit	the	App	bundle	explorer	toaccess	installable	APKs	that	Google	generates	from	your	app	bundle.	You	can:	Copy	and	share	an	internal	app	sharing	link	that
allows	you	to	test,	in	a	single	tap,	what	Google	Play	would	install	from	your	app	bundle	on	different	devices.	Download	a	signed,	universal	APK.	This	single	APK	is	signed	with	the	app	signing	key	that	Google	holds	and	is	installable	on	any	device	that	your	app	supports.	Download	a	ZIP	archive	with	all	of	the	APKs	for	a	specific	device.	These	APKs	are
signed	with	the	app	signing	key	that	Google	holds.You	can	install	the	APKs	in	the	ZIP	archive	on	a	device	using	theadb	install-multiple	*.apk	command.	For	increased	security,	generate	a	new	upload	key	thats	different	from	your	app	signing	key.	If	you're	using	any	Google	API,	you	may	want	to	register	the	upload	key	and	app	signing	key	certificates	in
the	Google	Cloud	Console	for	your	app.	If	you're	usingAndroid	App	Links,make	sure	to	update	keys	in	the	correspondingDigital	Asset	Links	JSON	fileon	your	website.	Lost	or	compromised	upload	key?	If	youve	lost	your	private	upload	key	or	its	been	compromised,	you	can	create	a	new	one.	Your	developer	account	owner	can	then	initiate	a	key	reset	in
Play	Console.	After	our	support	team	registers	the	new	upload	key,	the	account	owner	and	global	admins	will	receive	an	Inbox	message	and	email	with	further	information.	You	can	then	update	your	keystores	and	register	your	key	with	API	providers.	The	account	owner	can	also	cancel	the	reset	request	in	Play	Console.	Important:	Resetting	your
upload	key	doesnt	affect	the	app	signing	key	that	Google	Play	uses	to	re-sign	APKs	before	delivering	them	to	users.	APK	Signature	Scheme	v4	Android	11	and	above	devices	support	the	new	APK	signature	scheme	v4.Play	App	Signing	uses	v4	signing	for	eligible	apps	in	order	to	make	it	possible	for	them	toaccess	optimized	distribution	features
available	on	newer	devices.	No	developer	action	is	required	and	no	user	impact	from	v4	signing	is	expected.	Related	content	Your	OAuth	client	is	the	credential	which	your	application	uses	when	making	calls	to	Google	OAuth	2.0	endpoint	to	receive	an	access	token	or	ID	token.	After	creating	your	OAuth	client,	you	will	receive	a	client	ID	and
sometimes,	a	client	secret.	Think	of	your	client	ID	like	your	app's	unique	username	when	it	needs	to	request	an	access	token	or	ID	token	from	Google's	OAuth	2.0	endpoint.	This	ID	helps	Google	identify	your	app	and	ensure	that	only	authorized	applications	can	access	user	data.	Client	ID	and	Client	Secret	Similar	to	how	you	would	use	a	username	and
password	to	log	to	online	services,	many	applications	use	a	client	ID	paired	with	a	client	secret.	The	client	secret	adds	an	extra	layer	of	security,	acting	like	your	app's	password.	Applications	are	categorized	as	either	public	or	private	clients:	Private	Clients:	These	apps,	like	web	server	applications,	can	securely	store	the	client	secret	because	they	run
on	servers	you	control.	Public	Clients:	Native	apps	or	JavaScript-based	apps	fall	under	this	category.	They	cannot	securely	store	secrets,	as	they	reside	on	user	devices	and	as	such	do	not	use	client	secrets.	To	create	an	OAuth	2.0	client	ID	in	the	console:	Navigate	to	the	Google	Auth	Platform	Clients	page.	You	will	be	prompted	to	create	a	project	if	you
do	not	have	one	selected.	You	will	be	prompted	to	register	your	application	to	use	Google	Auth	if	you	are	yet	to	do	so.	This	is	required	before	creating	a	client.	Click	CREATE	CLIENT	Select	the	appropriate	application	type	for	your	application	and	enter	any	additional	information	required.	Application	types	are	described	in	more	detail	in	the	following
sections.	Fill	out	the	required	information	for	the	select	client	type	and	click	the	CREATE	button	to	create	the	client.	Note:	Your	application's	client	secret	will	only	be	shown	after	you	create	the	client.	Store	this	information	in	a	secure	place	such	as	Google	Cloud	Secret	Managerbecause	it	will	not	be	visible	or	accessible	again.	Learn	more.
Application	types	Web	Applications	A	web	application	is	accessed	by	web	browsers	over	a	network.	Authorized	JavaScript	origins	Applications	that	use	client-side	JavaScript	to	access	Google	APIs	must	specify	authorized	JavaScript	origins.	The	origins	identify	the	domains	from	which	your	application	can	send	API	requests.	Specified	origins	must
adhere	to	the	following	rules	:	JavaScript	origins	must	use	the	HTTPS	scheme,	not	plain	HTTP.	Localhost	URIs	(including	localhost	IP	address	URIs)	are	exempt	from	this	rule.	Hosts	cannot	be	raw	IP	addresses.	Localhost	IP	addresses	are	exempted	from	this	rule.	If	you	use	a	port	other	than	80,	you	must	specify	it.	For	example:	Host	TLDs	(Top	Level
Domains)	must	belong	to	the	public	suffix	list.	Host	domains	cannot	be	googleusercontent.com.	JavaScript	origins	cannot	contain	URL	shortener	domains	(e.g.	goo.gl)	unless	the	app	owns	the	domain.	JavaScript	origins	cannot	contain	the	userinfo	subcomponent.	JavaScript	origins	cannot	contain	the	path	component.	JavaScript	origins	cannot	contain
the	query	component.	JavaScript	origins	cannot	contain	the	fragment	component.	JavaScript	origins	cannot	contain	certain	characters	including:	Wildcard	characters	('*')	Non-printable	ASCII	characters	Invalid	percent	encodings	(any	percent	encoding	that	does	not	follow	URL-encoding	form	of	a	percent	sign	followed	by	two	hexadecimal	digits)	Null
characters	(an	encoded	NULL	character,	e.g.,	%00,	%C0%80)	If	you	send	a	request	to	a	Google	OAuth	2.0	endpoint	from	an	unregistered	JavaScript	origin,	you	will	receive	an	origin_mismatch	error.	Authorized	redirect	URIs	Applications	that	access	Google	APIs	from	a	server	(often	using	languages	and	frameworks	like	Node.js,	Java,	.NET,	and
Python)	must	specify	authorized	redirect	URIs.	The	redirect	URIs	are	the	endpoints	of	your	application	server	to	which	the	OAuth	2.0	server	can	send	responses.	Users	are	redirected	to	this	path	after	they	have	authenticated	with	Google.	Redirect	URIs	must	adhere	to	the	following	rules	:	Redirect	URIs	must	use	the	HTTPS	scheme,	not	plain	HTTP.
Localhost	URIs	(including	localhost	IP	address	URIs)	are	exempt	from	this	rule.	Hosts	cannot	be	raw	IP	addresses.	Localhost	IP	addresses	are	exempted	from	this	rule.	Host	TLDs	(Top	Level	Domains)	must	belong	to	the	public	suffix	list.	Redirect	URIs	cannot	contain	URL	shortener	domains	(e.g.	goo.gl)	unless	the	app	owns	the	domain.	Furthermore,
if	an	app	that	owns	a	shortener	domain	chooses	to	redirect	to	that	domain,	that	redirect	URI	must	either	contain	/google-callback/	in	its	path	or	end	with	/google-callback.	Redirect	URIs	cannot	contain	the	userinfo	subcomponent.	Redirect	URIs	cannot	contain	a	path	traversal	(also	called	directory	backtracking),	which	is	represented	by	an	/..	or	\..	or
their	URL	encoding.	Redirect	URIs	cannot	contain	open	redirects.	Redirect	URIs	cannot	contain	the	fragment	component.	Redirect	URIs	cannot	contain	certain	characters	including:	Wildcard	characters	('*')	Non-printable	ASCII	characters	Invalid	percent	encodings	(any	percent	encoding	that	does	not	follow	URL-encoding	form	of	a	percent	sign
followed	by	two	hexadecimal	digits)	Null	characters	(an	encoded	NULL	character,	e.g.,	%00,	%C0%80)	If	the	redirect_uri	passed	in	the	authorization	request	does	not	match	an	authorized	redirect	URI	for	the	OAuth	client	ID,	you	will	receive	a	redirect_uri_mismatch	error.	Note:	It	may	take	5	minutes	to	a	few	hours	for	changes	made	to	these	settings
to	take	effectNative	Applications	(Android,	iOS,	Desktop,	UWP,	Chrome	Extensions,	TV	and	Limited	Input)	If	your	application	is	going	to	be	installed	on	a	device	or	computer	(such	as	a	system	running	Android,	iOS,	Universal	Windows	Platform,	Chrome,	or	any	desktop	OS),	you	can	use	Google's	OAuth	2.0	Mobile	and	desktop	apps	flow.	If	your
application	runs	on	devices	with	limited	input	capabilities,	such	as	smart	TVs,	you	can	use	Googles	OAuth	2.0	TV	and	limited-input	device	flow.	Android	Note:	Currently,	obtaining	OAuth	2.0	access	tokens	via	AccountManager	works	for	Android	Ice	Cream	Sandwich	(4.0)	and	newer	versions.	You	need	to	specify	your	Android	app's	package	name	and
SHA1	fingerprint.	In	the	Package	name	field,	enter	your	Android	app's	package	name.	In	a	terminal,run	the	keytool	utility	to	get	the	SHA1	fingerprint	for	your	digitally	signed	.apk	file's	public	certificate.	keytool	-list	-v	-keystore	path-to-debug-or-production-keystore	-alias	androiddebugkey	Note:	For	the	debug.keystore,	the	password	is	android.	For
Android	Studio,	the	debug	keystore	is	typically	located	at	~/.android/debug.keystore.	The	Keytool	prints	the	fingerprint	to	the	shell.	For	example:	$	keytool	-list	-v	-keystore	~/.android/debug.keystoreEnter	keystore	password:	Type	"android"	if	using	debug.keystoreKeystore	type:	JKSKeystore	provider:	SUN	Your	keystore	contains	1	entry	Alias	name:
androiddebugkeyCreation	date:	Mar	13,	2020Entry	type:	PrivateKeyEntryCertificate	chain	length:	1Certificate[1]:Owner:	C=US,	O=Android,	CN=Android	DebugIssuer:	C=US,	O=Android,	CN=Android	DebugSerial	number:	1Valid	from:	Fri	Mar	13	09:59:25	PDT	2020	until:	Sun	Mar	06	08:59:25	PST	2050Certificate	fingerprints:	SHA1:
D9:E9:59:FA:7A:46:72:4E:69:1F:96:18:8C:F9:AE:82:3A:5D:2F:03	SHA256:	92:59:1E:F4:C9:BC:72:43:1C:59:57:24:AD:78:CA:A2:DB:C7:C5:AC:B1:A3:E8:52:04:B2:00:37:53:04:0B:8ESignature	algorithm	name:	SHA1withRSASubject	Public	Key	Algorithm:	2048-bit	RSA	keyVersion:	1	Copy	the	SHA1	fingerprint	from	the	results	that	appear	in	your
terminal.	Important:	When	you	prepare	to	release	your	app	to	your	users,	follow	these	steps	again	in	a	production	project	and	create	a	new	OAuth	2.0	client	ID	for	your	production	app.	For	production	apps,	use	your	own	private	key	to	sign	the	production	app's	.apk	file.	For	more	information,	see	Signing	your	applications.	Paste	the	SHA1	fingerprint
into	the	form	where	requested.	(Optional)	Verify	ownership	of	your	Android	application.	You	can	verify	ownership	of	your	Android	application	to	reduce	the	risk	of	app	impersonation.	Learn	more	about	verifying	ownership	of	your	Android	application.	Click	Create.	iOS	If	your	application	accesses	APIs	directly	from	iOS,	you	will	need	the	application's
Bundle	ID	and,	optionally,its	Apple	App	Store	ID	and	Team	ID:	The	application's	Bundle	ID	is	the	bundle	identifier	as	listed	in	the	app's	.plist	file.	For	example:	com.example.myapp.	The	application's	App	Store	ID	is	in	the	app's	App	Store	URL,	if	the	app	was	published	in	the	Apple	App	Store.	For	example,	in	the	app	URL	the	App	Store	ID	is
284815942.	The	application's	Team	ID	is	a	10-character	string	that	Apple	assigns	to	your	team.	For	information	about	your	Team	ID,	see	Locating	your	Team	ID	in	the	Apple	App	Distribution	Guide.	After	creating	your	iOS	credentials	and	obtaining	a	Client	ID,	you	use	the	Installed	Application	OAuth	2.0	flow	to	communicate	with	Google	APIs.	Enable
App	Check	When	you	enable	App	Check,	Apple's	App	Attest	service	is	used	to	verify	that	OAuth	2.0	requests	originating	from	your	OAuth	client	are	genuine	and	come	from	your	app.	This	helps	to	reduce	the	risk	of	app	impersonation.	Learn	more	about	enabling	App	Check	for	your	iOS	app.	To	enable	App	Check,	turn	on	the	Protect	your	OAuth	client
from	abuse	with	Firebase	App	Check	toggle	button	in	the	create/edit	view	of	your	iOS	client.	The	following	requirements	must	be	met	to	successfully	enable	App	Check	for	your	iOS	client:	You	must	specify	a	team	ID	for	your	iOS	client.	You	must	not	use	a	wildcard	in	your	bundle	ID	since	it	can	resolve	to	more	than	one	app.	This	means	that	the	bundle
ID	must	not	include	the	asterisk	(*)	symbol.	Universal	Windows	Platform	(UWP)	If	your	application	runs	on	Universal	Windows	Platform,	you	will	need	your	apps	12-character	Store	ID.	You	can	find	this	value	in	the	Partner	Center,	on	the	App	identity	page	of	the	App	management	section.	This	value	can	also	be	found	as	the	last	part	of	your	app's
Microsoft	Store	URL.	For	example:	Chrome	Extension	Google	Chrome	apps	and	extensions	are	a	special	case	of	installed	applications.	Chrome	exposes	JavaScript	APIs	to	allow	your	Chrome	apps	and	extensions	to	perform	various	operations.	Some	of	these	APIs	rely	on	knowing	the	identity	of	the	user	who	is	signed	in	to	Chrome.	If	you're	writing	a
Chrome	app	or	extension	that	calls	APIs	that	need	to	know	the	user's	identity,	and	you	want	your	app	or	extension	to	get	user	authorization	for	these	requests	using	OAuth	2.0,	then	choose	Chrome	as	the	platform	when	you	create	your	credentials.	You	will	need	to	enter	your	Chrome	app	or	extension's	Application	ID.	The	Item	ID	is	the	last	part	of
your	Chrome	Extension's	Chrome	Web	Store	URL.	For	more	information	about	these	APIs,	see	the	User	Authentication	documentation.	Verify	app	ownership	You	can	verify	ownership	of	your	Chrome	application	to	reduce	the	risk	of	app	impersonation.	Learn	more	about	verifying	ownership	of	your	Chrome	application.	TVs	and	Limited-input	devices
The	console	does	not	require	any	additional	information	to	create	OAuth	2.0	credentials	for	applications	running	on	limited-input	devices,	such	as	TVs.	Desktop	apps	The	console	does	not	require	any	additional	information	to	create	OAuth	2.0	credentials	for	desktopapplications.	Delete	OAuth	Clients	To	delete	a	client	ID,	go	to	the	Clients	page,	check
the	box	next	to	the	ID	you	want	to	delete,	and	then	click	the	DELETE	button.	Before	deleting	a	Client	ID,	ensure	to	check	the	ID	is	not	in	use	by	monitoring	your	traffic	in	the	overview	page.	You	can	restore	deleted	clients	within	30	days	of	the	deletion.	To	restore	a	recently	deleted	client,	navigate	to	the	Deleted	credentials	page	to	find	a	list	of	clients
you	recently	deleted	and	click	the	RESTORE	button	for	the	client	you	want	to	restore.	Any	client	deleted	over	30	days	ago	cannot	be	restored	and	is	permanently	deleted.	Note	:	Clients	can	also	be	automatically	deleted	if	they	become	inactive.	Learn	more.	Rotating	your	clients	secrets	Client	secrets	or	credentials	should	be	treated	with	extreme	care
as	described	in	theOAuth	2.0	policies,	because	they	allow	anyone	who	has	them	to	use	your	app's	identity	to	gain	access	to	user	information.	With	the	client	secret	rotation	feature,	you	can	add	a	new	secret	to	your	OAuth	client	configuration,	migrate	to	the	new	secret	while	the	old	secret	is	still	usable,	and	disable	the	old	secret	afterwards.	This	is
useful	when	the	client	secret	has	been	inadvertently	disclosed	or	leaked.	This	also	ensures	good	security	practices	by	occasionally	rotating	your	secrets	without	causing	downtime	of	your	app.	In	addition,	Google	started	to	issue	more	secure	client	secrets	recommended	by	RFC	6749in	2021.	While	apps	that	were	created	earlier	are	able	to	continue
using	the	old	secrets,	we	recommend	that	you	migrate	to	the	new	secret	with	this	rotation	feature.	To	rotate	your	client	secret,	please	follow	the	following	steps:Step	1:	Create	a	new	client	secret	Go	tothe	Google	Auth	Platform	Clients	page.	If	it's	not	already	selected,	select	the	project	that	you	want	to	update.	From	the	list	of	OAuth	2.0	Client	IDs,
click	the	client	you	want	to	generate	a	new	client	secret	for.	On	the	client	details	page,	click	Add	Secreton	the	right	side	to	add	a	new	secret.	A	new	secret	will	appear	below	the	old	secret.	You	can	also	differentiate	them	by	the	secret	creation	time.	The	new	secret	will	be	in	"Enabled"state	and	ready	to	be	used.	Note	1:	Both	secrets	can	be	used	until
you	manually	disable	them.	You	must	update	your	app	to	use	the	new	secret	and	disable	the	old	one	as	soon	as	possible	after	creating	it	to	minimize	security	risks.	Note	2:	You	can	only	have	two	client	secrets	at	maximum.	If	the	client	already	has	two	secrets,	to	create	a	new	secret,	you	must	first	disable	and	delete	an	existing	secret.	Step	2:	Configure
your	app	to	use	the	new	secret	Next,	update	your	app	to	use	the	new	secret.	Remember	to	handle	your	client	secrets	securely	as	described	in	the	OAuth	2.0	policies.	You	need	to	monitor	your	app	and	make	sure	the	new	secret	has	fully	taken	effect.	In	other	words,	make	sure	the	old	secret	is	not	used	anywhere	in	your	app.	Check	the	metrics	and
configurations	used	by	your	app	to	confirm	that	only	the	new	client	secret	is	used,	for	example:	References	in	code	or	configurations.	Your	app	or	server	logs.	The	rollout	status	of	your	updated	app	version	or	configuration.	Any	other	metrics	you	may	have.	Step	3:	Disable	the	old	secret	Having	more	than	one	enabled	secrets	for	a	client	increases
security	risks.	Once	you	confirm	that	your	app	has	fully	migrated	to	the	new	secret	per	the	instructions	in	Step	2,	you	must	disable	the	old	secret.	Go	tothe	Google	Auth	Platform	Clients	page.	From	the	list	of	OAuth	2.0	Client	IDs,	click	the	client	you	want	to	update.	Find	the	old	secretyou	want	to	disable.	Generally	it	should	be	the	one	with	the	earlier
creation	time.	Click	Disableon	the	right	side.	The	old	secret	will	be	invalid	shortly.	Note:	A	disabled	client	secret	will	be	rejected	in	OAuth	flows.	You	are	expected	to	continuously	monitor	your	app	and	see	if	its	working	properly.	In	case	you	notice	the	app	is	failing	because	it	is	still	using	the	old	secret,	you	may	click	Enable	to	reinstate	the	secret	on
your	client	details	page	in	the	Google	Auth	Platform	Clients	page.	In	this	case,	you	should	redo	this	step	after	completing	the	migration.	Step	4:	Delete	the	old	secret	Once	you've	confirmed	that	your	app	is	working	seamlessly	with	the	new	client	secret,	you	are	safe	to	delete	the	disabled	old	secret.	To	delete	the	secret,	click	the	delete	button	next	to
it.	Note	that	this	cannot	be	undone.	Unused	Client	Deletion	OAuth	2.0	clients	that	have	been	inactive	for	six	months	are	automatically	deleted.	This	mitigates	risks	associated	with	unused	client	credentials,	such	as	potential	app	impersonation	or	unauthorized	data	access	if	credentials	are	compromised.	An	OAuth	2.0	client	is	considered	unused	if
neither	of	the	following	actions	have	occurred	within	the	past	six	months:	The	client	has	not	been	used	for	any	credential	or	token	request	via	the	Google	OAuth2.0	endpoint.	The	client's	settings	have	not	been	modified	programmatically	or	manually	within	the	Google	Cloud	Console.	Examples	of	modifications	include	changing	the	client	name,
rotating	the	client	secret,	or	updating	redirect	URIs.	You	will	receive	an	email	notification	30	days	before	an	inactive	client	is	scheduled	for	deletion.	To	prevent	the	automatic	deletion	of	a	client	you	still	require,	ensure	it	is	used	for	an	authorization	or	authorization	request	before	the	30	days	elapses.	A	notification	will	also	be	sent	after	the	client	has
been	successfully	deleted.	Note	:	You	should	only	take	action	to	prevent	deletion	if	you	actively	require	the	client.	Keeping	unused	clients	active	unnecessarily	increases	security	risk	for	your	application.	If	you	determine	a	client	is	no	longer	needed,	delete	it	yourself	via	the	Google	Auth	Platform	Clients	page.	Do	not	wait	for	the	automatic	deletion
process.	Once	an	OAuth	2.0	client	is	deleted:	It	can	no	longer	be	used	for	Sign	in	with	Google	or	for	authorization	for	data	access.	Calls	to	Google	APIs	using	existing	access	tokens	or	refresh	tokens	associated	with	the	deleted	client	will	fail.	Attempts	to	use	the	deleted	client	ID	in	authorization	requests	will	result	in	a	deleted_client	error.	Deleted
clients	are	typically	recoverable	at	least	30	days	following	deletion.	To	restore	a	deleted	client,	navigate	to	the	Deleted	Credentials	page.	Only	restore	a	client	if	you	have	a	confirmed,	ongoing	need	for	it.	To	ensure	that	you	receive	these	notifications	and	others	related	to	your	app,	review	your	contact	information	settings.	Client	Secret	Handling	and
Visibility	Note:	This	feature	is	currently	available	for	new	clients	created	after	June	2025	and	will	be	extended	to	existing	clients	at	a	later	date.	In	April	2025,	we	announced	that	client	secrets	for	OAuth	2.0	clients	are	only	visible	and	downloadable	from	the	Google	Cloud	Console	at	the	time	of	their	creation.	Client	secrets	add	a	critical	layer	of
security	to	your	OAuth	2.0	client	ID,	functioning	similarly	to	a	password	for	your	application.	Protecting	these	secrets	is	important	for	maintaining	application	security	and	privacy.	To	prevent	accidental	exposure	and	increase	protection,	client	secrets	are	hashed.	This	means	you	will	only	be	able	to	view	and	download	the	full	client	secret	once,	at	the
time	of	its	creation.	It	is	important	that	you	download	your	OAuth	2.0	client	secrets	immediately	upon	creation	and	store	them	in	a	secure	manner,	for	example	in	a	secret	manager	such	as	Google	Cloud	Secret	Manager.	After	the	initial	creation,	the	Google	Cloud	Console	will	only	display	the	last	four	characters	of	the	client	secret.	This	truncated
version	is	provided	solely	for	identification	purposes,	allowing	you	to	distinguish	between	your	client	secrets.If	you	lose	your	client	secret,	you	can	use	the	client	secret	rotation	feature	to	get	a	new	one.	Best	Practices	for	Client	Secret	Management	Never	add	client	secrets	directly	in	your	code	or	check	them	into	version	control	systems	such	as	Git	or
Subversion.	Do	not	share	client	secrets	in	public	forums,	email,	or	other	insecure	communication	channels.	Store	client	secrets	securely	using	a	dedicated	secret	management	service	like	Google	Cloud	Secret	Manager	or	a	similar	secure	storage	solution.	Rotate	client	secrets	periodically	and	change	immediately	in	the	case	of	a	leak.	Manage	client's
brand	configuration	Hi!	I	was	reading	an	old	English	book	and	I've	found	that	the	sentence	"a	terrible	secret	was	told	to	me"	is	a	common	mistake.	I	don't	know	what's	the	mistake,	maybe	the	verb	"tell"	can't	be	expressed	in	passive	voice,	but	I'm	not	sure.	Can	a	native	English	speaker	tell	me	if	the	previous	sentence	is	right	or,	by	contrast,	why	it	is
wrong?Thanks!	I	was	told	a	terrible	secret	(normal	passive)	So	it	was	a	grammar	book	and	it	said	that	sentence	was	wrong?	Well,	nowadays	it's	used	and	it	doesn't	sound	wrong	to	me.	It's	the	type	of	sentence	where	there	are	two	possible	passive	sentences	because	there	are	two	objects-	one	direct	and	one	indirect:	Active	-	Someone	told	me	a	secret.
Passive	1	(IO	as	subject)	-	I	was	told	a	secret	Passive	2	(DO	as	subject	-	A	secret	was	told	to	me	(Notice	how	in	this	type	of	passive	we	need	to	introduce	the	preposition	"to")Which	passive	we	choose	depends	on	whether	we	want	to	emphasis	the	DO	or	IO.	This	is	what	I've	always	seen	in	grammar	books,	so	I'm	afraid	I	have	no	idea	what	the	common
mistake	might	be.	I	don't	see	a	mistake	either.	Someone	told	me	a	terrible	secret.	->	A	terrible	secret	was	told	me.	or	I	was	told	a	terrible	secret.	Someone	told	a	terrible	secret	to	me.	->	A	terrible	secret	was	told	to	me.	I	don't	see	a	mistake	either.Someone	told	me	a	terrible	secret.	->	A	terrible	secret	was	told	me.	or	I	was	told	a	terrible
secret.Someone	told	a	terrible	secret	to	me.	->	A	terrible	secret	was	told	to	me.	Is	that	common	AE	usage	without	"to"	before	the	indirect	object?	("A	terrible	secret	was	told	me	"),	because	to	me	that	sounds	wrong	(in	BE).	Well,	my	grammar	book	says	the	following:	"With	the	verbs	"ask"	and	"tell"	you	can't	use	the	structure	in	which	Direct	Object	is
the	subject"	In	other	words,	my	book	says	that	sentences	like	"A	secret	was	told	to	me"	or	"That	question	was	asked	to	me"	are	wrong,	due	to	with	"tell"	and	"ask"	we	can't	put	the	direct	object	as	subject.Is	this	right?	Is	that	common	AE	usage	without	"to"	before	the	indirect	object?	("A	terrible	secret	was	told	me	"),	because	to	me	that	sounds	wrong
(in	BE).	An	object	after	to	is	the	object	of	the	preposition	to,	not	an	indirect	object	of	the	verb,	but	yes,	an	indirect	object	can	be	retained	in	passive	constructions.	I	suppose	it	does	sound	a	little	awkward	in	such	a	short	sentence.	How	about:	A	terrible	secret	was	told	me	by	one	of	the	elite	guard,	one	that	I	dare	not	divulge.	?	Or	the	words	of	a	song
["I'm	a	Lonely	Little	Petunia"]	popular	in	my	childhood:	Of	all	the	saddest	words	that	I	have	ever	heard,	The	saddest	is	the	story	told	me	by	a	bird.	He	had	spent	about	an	hour	a-chattin'	with	a	flower,	And	here's	the	tale	the	flower	told:	Oh,....	Curiously,	I	would	have	expected	this	usage	to	be	more	common	in	BrE.	Last	edited:	Sep	24,	2013	Well,	my
grammar	book	says	the	following:	"With	the	verbs	"ask"	and	"tell"	you	can't	use	the	structure	in	which	Direct	Object	is	the	subject"	In	other	words,	my	book	says	that	sentences	like	"A	secret	was	told	to	me"	or	"That	question	was	asked	to	me"	are	wrong,	due	to	with	"tell"	and	"ask"	we	can't	put	the	direct	object	as	subject.Is	this	right?	No,	the	book
may	say	it,	but	it	is	wrong.	Either	the	direct	or	the	indirect	object	can	be	made	the	subject	of	a	passive	construction:Somebody	asked	me	a	question.	->	A	question	was	asked	me	(by	somebody).	or	I	was	asked	a	question	(by	somebody).However	"That	question	was	asked	to	me"	is	wrong,	and	so	is	"Someone	asked	that	question	to	me".	We	don't	ask	a
question	to	someone;	we	ask	someone	a	question,	or	we	ask	something	of	someone:Somebody	asked	a	question	of	me.	[not	to]	->	A	question	was	asked	of	me.Notice	that	not	every	meaning	of	tell	or	ask	makes	sense	in	the	passive:I	can	tell	that	you	love	him.	->	That	you	love	him	can	be	told.	[In	the	active	voice,	tell	can	mean	something	like
"perceive".]They	ask	me	my	name.	->	My	name	is	asked.	[In	the	active	voice,	ask	can	mean	something	like	"ask	for".]	No,	the	book	may	say	it,	but	it	is	wrong.	Either	the	direct	or	the	indirect	object	can	be	made	the	subject	of	a	passive	construction:Somebody	asked	me	a	question.	->	A	question	was	asked	me	(by	somebody).	or	I	was	asked	a	question
(by	somebody).However	"That	question	was	asked	to	me"	is	wrong,	and	so	is	"Someone	asked	that	question	to	me".	We	don't	ask	a	question	to	someone;	we	ask	someone	a	question,	or	we	ask	something	of	someone:Somebody	asked	a	question	of	me.	[not	to]	->	A	question	was	asked	of	me.Notice	that	not	every	meaning	of	tell	or	ask	makes	sense	in	the
passive:I	can	tell	that	you	love	him.	->	That	you	love	him	can	be	told.	[In	the	active	voice,	tell	can	mean	something	like	"perceive".]They	ask	me	my	name.	->	My	name	is	asked.	[In	the	active	voice,	ask	can	mean	something	like	"ask	for".]	Mmm...	But	you	don't	tell	to	somebody	something	either,	so	wouldn't	"a	terrible	secret	was	told	me"	(without	"to")
be	more	correct	that	"a	terrible	secret	was	told	to	me?	Mmm...	But	you	don't	tell	to	somebody	something	either,	Yes,	you	certainly	do.	You	can	usually	rephrase	a	sentence	so	that	the	indirect	object	becomes	the	object	of	a	preposition.Grandmother	told	a	story	to	the	children	=	Grandmother	told	the	children	a	story.In	both	of	those	sentences,
"Grandmother"	is	the	subject,	and	"story"	is	the	direct	object.	"The	children"	are	the	object	of	the	preposition	"to"	in	the	first	sentence,	and	the	indirect	object	in	the	second	sentence.	Yes,	you	certainly	do.	You	can	usually	rephrase	a	sentence	so	that	the	indirect	object	becomes	the	object	of	a	preposition.Grandmother	told	a	story	to	the	children	=
Grandmother	told	the	children	a	story.In	both	of	those	sentences,	"Grandmother"	is	the	subject,	and	"story"	is	the	direct	object.	"The	children"	are	the	object	of	the	preposition	"to"	in	the	first	sentence,	and	the	indirect	object	in	the	second	sentence.	Ok...	so,	in	summary:My	grandmother	told	a	story	to	the	children	=	A	story	was	told	to	the	children	by
my	grandmother	=	A	story	was	told	the	children	by	my	grandmother??	Thanks!	Ok...	so,	in	summary:My	grandmother	told	a	story	to	the	children	=	A	story	was	told	to	the	children	by	my	grandmother	=	A	story	was	told	the	children	by	my	grandmother??	The	third	sentence	is	not	natural.	However,	you	could	certainly	say	The	children	were	told	a	story
by	my	grandmother.	The	third	sentence	is	not	natural.	However,	you	could	certainly	say	The	children	were	told	a	story	by	my	grandmother.	In	that	case,	the	original	sentence	of	this	thread	("a	terrible	secret	was	told	to	me")	is	more	proper	than	"a	terrible	secret	was	told	me"?	Is	the	second	one	less	natural?	I	would	say	(and	I	said	before)	that	in	BE,	at
least,	it's	wrong.	For	a	spaniard	it's	very	curious	that	some	verbs	as	"ask"	and	"tell"	are	never	with	"to"	before	in	active	voice	(I	ask	you	a	question,	I	tell	you	a	story...)	and	when	we	change	these	sentences	to	passive	voice,	"ask"	keep	always	going	without	"to"	(A	question	was	asked	me)	but	however	"tell"	goes	always	with	"to"	(A	secret	was	told	TO
me).Is	this	conclusion	right?	For	a	spaniard	it's	very	curious	that	some	verbs	as	"ask"	and	"tell"	are	never	with	"to"	before	in	active	voice	(I	ask	you	a	question,	I	tell	you	a	story...)	and	when	we	change	these	sentences	to	passive	voice,	"ask"	keep	always	going	without	"to"	(A	question	was	asked	me)	but	however	"tell"	goes	always	with	"to"	(A	secret
was	told	TO	me).	Is	this	conclusion	right?	Not	for	me.	My	point	of	view	is	that	"tell"	works	with	or	without	"to",	and	"ask"	works	with	or	without	"of",	in	active	or	in	passive:	"A	story	was	told	me	by	someone"	(passive	of	"Someone	told	me	a	story")	and	"A	story	was	told	to	me	by	someone"	(passive	of	"Someone	told	a	story	to	me")	are	both	correct;	"A
question	was	asked	me	by	someone"	(passive	of	"Someone	asked	me	a	question")	and	"A	question	was	asked	of	me	by	someone"	(passive	of	"Someone	asked	a	question	of	me")	are	likewise	both	correct.	An	indirect	object	can	also	become	a	subject	in	passive	voice:	"I	was	told	a	story	by	someone",	"I	was	asked	a	question	by	someone".	And,	at	least
sometimes,	the	object	of	a	preposition	can	become	a	subject	in	passive	voice.	For	example	we	can	say	"I	was	spoken	to	by	someone"	and	"I	was	asked	a	question	of	by	someone."	We	should	theoretically	be	able	to	say	"I	was	told	a	story	to	by	someone",	but	most	of	us	find	this	last	example	awkward	at	best	(like	"Where	are	you	going	to?").	The	meaning
is	so	similar	with	and	without	the	preposition	"to"	that	we	lose	nothing	by	just	omitting	the	"to".	Hi!	I	was	reading	an	old	English	book	and	I've	found	that	the	sentence	"a	terrible	secret	was	told	to	me"	is	a	common	mistake.	I	don't	know	what's	the	mistake,	maybe	the	verb	"tell"	can't	be	expressed	in	passive	voice,	but	I'm	not	sure.	Can	a	native	English
speaker	tell	me	if	the	previous	sentence	is	right	or,	by	contrast,	why	it	is	wrong?Thanks!	The	passive	voice	is	not	so	clear-cut,	so	it's	impossible	to	set	a	universal	rule	about	what	can	or	can't	be	expressed	passively.	Nonetheless;	what	your	book	is	getting	at	is	this:	if	an	"object"	in	an	active	sentence	is	not	"affected"	(influenced,	acted	upon,	changed,
etc.)	by	the	meaning	of	the	verb,	then	a	passive	construction	is	difficult	to	form	(or	said	another	way:	the	passive	construction	isn't	accepted	by	everyone,	especially	grammarians).	For	example,	in	the	dog	chased	the	cat	the	direct	object	"the	cat"	is	affected	by	the	meaning	of	the	verb:	the	action	expressed	by	the	verb	influenced	a	change	in	the	cat:	it
caused	him	to	run	away.	We	can	turn	this	into	the	passive	the	cat	was	chased	by	the	dog.	But	in	I	have	a	car,	the	direct	object	"a	car"	isn't	affected	by	the	meaning	of	"have"	(there	is	no	change	in	the	car),	and	so	we	can't	say	a	car	is	had	by	me	(???).	That's	also	the	case	with	"ask"	and	"tell:"	the	direct	objects	aren't	affected	by	those	verbs.	With	"ask"
and	"tell,"	only	the	indirect	objects	become	passivized,	because	the	IOs	are	affected:	Someone	told	me	(IO)	a	terrible	secret	~	I	was	told	a	terrible	secretThe	verb	"told"	affects	the	indirect	object	"me"	(it	produces	a	change	in	"me",	perhaps	it	instilled	fear	in	me),	but	"told"	doesn't	produce	any	changes	in	the	direct	object	"a	terrible	secret,"	which	is
why	"a	terrible	secret	was	told	to	me"	isn't	universally	acceptable.	Now,	some	people	who	object	to	this	phrasing	might	accept	it	if	an	agent	is	added,	in	the	form	of	a	prepositional	"by"	phrase:	a	terrible	secret	was	told	to	me	by	someone,	but	others	would	still	consider	it	"wrong."That's	the	idea.	But	not	everyone	agrees	with	this	approach	to	the
passive	voice,	as	you've	seen	in	this	thread.Cheers	The	original	sentence	is	not	grammatically	incorrect;	it	is	simply	uncommon.	As	Duvija	said,	if	a	passive	sentence	is	wanted,	the	usual	construction	would	be	I	was	told	a	terrible	secret.	Just	a	clarification.	The	'by'	sentence	is	not	always	'by	someone'.	I	believe	'	by	unspecified'	is	better.	As	an	example,
it	was	hammered	into	my	head:"Chomsky's	Syntactic	Structures	was	written	by	...	"	(I	don't	think	he'd	be	happy	to	see	someone	else's	name	here).	OK,	so	my	prof.	hated	Chomsky.	This	page	is	no	longer	up-to-date.	For	current	instructions	on	how	to	set	up	and	manage	your	Google	OAuth	Client,	please	see	the	Manage	OAuth	Clients	article.	To	use
OAuth	2.0	in	your	application,	you	need	an	OAuth	2.0	client	ID,	which	your	application	uses	when	requesting	an	OAuth	2.0	access	token.	To	create	an	OAuth	2.0	client	ID	in	the	console:	Go	to	the	API	Console.	From	the	projects	list,	select	a	project	or	create	a	new	one.	If	the	APIs	&	services	page	isn't	already	open,	open	the	console	left	side	menu	and
select	APIs	&	services.	On	the	left,	click	Credentials.	Click	New	Credentials,	then	select	OAuth	client	ID.	Note:	If	you're	unsure	whether	OAuth	2.0	is	appropriate	for	your	project,	select	Help	me	choose	and	follow	the	instructions	to	pick	the	right	credentials.	Select	the	appropriate	application	type	for	your	project	and	enter	any	additional	information
required.	Application	types	are	described	in	more	detail	in	the	following	sections.	If	this	is	your	first	time	creating	a	client	ID,	you	can	also	configure	your	consent	screen	by	clicking	Consent	Screen.	(The	following	procedure	explains	how	to	set	up	the	Consent	screen.)	You	won't	be	prompted	to	configure	the	consent	screen	after	you	do	it	the	first
time.	Click	Create	client	ID	To	delete	a	client	ID,	go	to	the	Credentials	page,	check	the	box	next	to	the	ID,	and	then	click	Delete.User	consent	When	you	use	OAuth	2.0	for	authentication,	your	users	are	authenticated	after	they	agree	to	terms	that	are	presented	to	them	on	a	user	consent	screen.	Google	verifies	public	applications	that	use	OAuth	2.0
and	meet	one	or	more	of	theverification	criteria.	Learn	more	about	public	versus	internal	applicationsbelow.	For	more	information	about	the	verification	process,	see	the	OAuth	Application	Verification	FAQ.	If	your	application	uses	sensitive	scopes	without	verification,	the	unverified	app	screen	displays	before	the	consent	screen	for	users	who	are
outside	of	your	G	Suite	organization.	To	remove	the	unverified	app	screen,	you	can	request	OAuth	developer	verification	by	our	team	when	you	complete	the	Google	API	ConsoleOAuth	consent	screen	page.	To	set	up	your	project's	consent	screen	and	request	verification:	Go	to	the	Google	API	ConsoleOAuth	consent	screen	page.	Add	required
information	like	a	product	name	and	support	email	address.	Click	Add	Scope.	On	the	dialog	that	appears,	select	the	scopes	your	project	uses.	Sensitive	scopes	display	a	lock	icon	next	to	the	API	name.	To	select	scopes	for	registration,	youneed	to	enable	the	API,	likeDrive	or	Gmail,from	APIs	&	Services	>	API	Library.	You	must	select	all	scopes	used	by
the	project.	When	you're	finished	adding	details	to	the	OAuth	consent	screen,	click	Submit	for	verification.	AVerification	required	window	displays.	Add	scopes	justification,	a	contact	email	address,	and	any	other	information	that	can	help	the	team	with	verification,	then	click	Submit.	Note:	The	consent	screen	settings	within	the	console	are	set	at	the
project	level,	so	the	information	that	you	specify	on	the	Consent	screen	page	applies	across	the	entire	project.	When	a	project	goes	through	verification,	the	current	status	displays	under	Verification	status:	Not	Published:	your	OAuth	consent	screen	is	not	published	and	verification	is	not	required	for	use.	Needs	Verification:	an	OAuth	developer
verification	is	needed.	To	start	the	verification	process,	click	Submit	for	Verification.	For	information	about	when	verification	is	required,	see	the	FAQ"When	does	my	app	have	to	be	verified	by	Google?".	Being	verified:	an	OAuth	developer	verification	is	in	progress.	Published:	your	OAuth	consent	screen	passed	the	verification	and	your	project	is
verified.	Failed	verification:	your	OAuth	consent	screen	didn't	pass	the	verification.	Your	last	approved	consent	screen	is	still	in	use.	You'll	receive	more	information	at	the	contact	email	you	provided.	For	more	information	about	user	authentication,	see	the	OAuth	2.0	documentation.Public	and	internal	applications	A	public	application	allows	access	to
users	outside	of	your	organization	(@your-organization.com).	Access	can	be	from	consumer	accounts,	like	@gmail.com,or	other	organizations,	like	@partner-organization.com.	Public	applications	need	to	go	through	verification	as	detailed	above.	An	internal	application	will	only	allow	access	to	usersfrom	your	organization	(@your-organization.com).
For	more	information	about	setting	up	organizations	and	organization	access,see	the	GCP	Organizations	documentation.Authorized	domains	To	protect	you	and	your	users,	Google	restricts	your	OAuth	2.0	application	to	using	Authorized	Domains.	If	you	have	verified	the	domain	with	Google,	you	can	use	any	Top	Private	Domain	as	an	Authorized
Domain.	After	you	add	an	Authorized	Domain,	you	can	use	any	of	its	subdomains	or	pages,	and	any	other	associated	country	codes.	Add	your	Authorized	Domains	before	you	add	your	redirect	or	origin	URIs,	your	homepage	URL,	your	terms	of	service	URL,	or	your	privacy	policy	URL.	This	page	is	no	longer	up-to-date.	For	current	instructions	on	how
to	set	up	and	manage	your	Google	OAuth	Client,	please	see	the	Manage	OAuth	Clients	article.	Service	accounts,	web	applications,	and	native	applications	For	information	about	setting	up	service	accounts,	web	applications,	or	device-native	applications,	see	the	following	topics.Service	accounts	A	service	account	is	used	in	an	application	that	calls
APIs	on	behalf	of	an	application	that	does	not	access	user	information.	This	type	of	application	needs	to	prove	its	own	identity,	but	it	does	not	need	a	user	to	authorize	requests.	For	example,	if	your	project	employs	server-to-server	interactions	such	as	those	between	a	web	application	and	Google	Cloud	Storage,	then	you	need	a	private	key	and	other
service	account	credentials.	To	generate	these	credentials,	or	to	view	the	email	address	and	public	keys	that	you've	already	generated,	do	the	following:	Open	the	API	Console	Credentials	page.	If	it's	not	already	selected,	select	the	project	that	you're	creating	credentials	for.	To	set	up	a	new	service	account,	click	New	credentials	and	then	select
Service	account	key.	Choose	the	service	account	to	use	for	the	key.	Choose	whether	to	download	the	service	account's	public/private	key	as	a	standard	P12	file,	or	as	a	JSON	file	that	can	be	loaded	by	a	Google	API	client	library.	Your	new	public/private	key	pair	is	generated	and	downloaded	to	your	machine;	it	serves	as	the	only	copy	of	this	key.	You
are	responsible	for	storing	it	securely.	Your	project	needs	the	private	key	when	requesting	an	OAuth	2.0	access	token	in	server-to-server	interactions.	Google	does	not	keep	a	copy	of	this	private	key,	and	this	screen	is	the	only	place	to	obtain	this	particular	private	key.	When	you	click	Download	private	key,	the	PKCS	#12-formatted	private	key	is
downloaded	to	your	local	machine.	As	the	screen	indicates,	you	must	securely	store	this	key	yourself.	The	name	of	the	downloaded	private	key	is	the	key's	thumbprint.	When	inspecting	the	key	on	your	computer,	or	using	the	key	in	your	application,	you	need	to	provide	the	password	notasecret.	Note	that	while	the	password	for	all	Google-issued
private	keys	is	the	same	(notasecret),	each	key	is	cryptographically	unique.	You	can	generate	multiple	public-private	key	pairs	for	a	single	service	account.	This	makes	it	easier	to	update	credentials	or	roll	them	over	without	application	downtime.	However,	you	cannot	delete	a	key	pair	if	it	is	the	only	one	created	for	that	service	account.	Use	the	email
address	when	granting	the	service	account	access	to	supported	Google	APIs.	For	more	details,	see	the	OAuth	2.0	Service	Accounts	documentation.	Note:	When	you	use	a	service	account,	you	are	subject	to	the	Terms	of	Service	for	each	product,	both	as	an	end	user	and	as	a	developer.Web	applications	A	web	application	is	accessed	by	web	browsers
over	a	network.	Applications	that	use	client-side	JavaScript	to	access	Google	APIs	must	specify	authorized	JavaScript	origins.	The	origins	identify	the	domains	from	which	your	application	can	send	API	requests.	Applications	that	access	Google	APIs	from	a	server	(often	using	languages	and	frameworks	like	Node.js,	Java,	.NET,	and	Python)	must	specify
authorized	redirect	URIs.	The	redirect	URIs	are	the	endpoints	of	your	application	server	to	which	the	OAuth	2.0	server	can	send	responses.	Native	applications	If	your	application	is	going	to	be	installed	on	a	device	or	computer	(such	as	a	system	running	Android,	iOS,	Universal	Windows	Platform,	Chrome,	or	any	desktop	OS),	you	can	use	Google's
OAuth	2.0	Mobile	and	desktop	apps	flow.	If	your	application	runs	on	devices	with	limited	input	capabilities,	such	as	smart	TVs,	you	can	use	Googles	OAuth	2.0	TV	and	limited-input	device	flow.	Android	Note:	Currently,	obtaining	OAuth	2.0	access	tokens	via	AccountManager	works	for	Android	Ice	Cream	Sandwich	(4.0)	and	newer	versions.	You	need	to
specify	your	Android	app's	package	name	and	SHA1	fingerprint.	In	the	Package	name	field,	enter	your	Android	app's	package	name.	In	a	terminal,run	the	keytool	utility	to	get	the	SHA1	fingerprint	for	your	digitally	signed	.apk	file's	public	certificate.	keytool	-exportcert	-alias	androiddebugkey	-keystore	path-to-debug-or-production-keystore	-list	-v
Note:	For	the	debug.keystore,	the	password	is	android.	For	Android	Studio,	the	debug	keystore	is	typically	located	at	~/.android/debug.keystore.	The	Keytool	prints	the	fingerprint	to	the	shell.	For	example:	$	keytool	-list	-v	-keystore	~/.android/debug.keystoreEnter	keystore	password:	Type	"android"	if	using	debug.keystoreKeystore	type:	JKSKeystore
provider:	SUN	Your	keystore	contains	1	entry	Alias	name:	androiddebugkeyCreation	date:	Mar	13,	2020Entry	type:	PrivateKeyEntryCertificate	chain	length:	1Certificate[1]:Owner:	C=US,	O=Android,	CN=Android	DebugIssuer:	C=US,	O=Android,	CN=Android	DebugSerial	number:	1Valid	from:	Fri	Mar	13	09:59:25	PDT	2020	until:	Sun	Mar	06
08:59:25	PST	2050Certificate	fingerprints:	SHA1:	D9:E9:59:FA:7A:46:72:4E:69:1F:96:18:8C:F9:AE:82:3A:5D:2F:03	SHA256:	92:59:1E:F4:C9:BC:72:43:1C:59:57:24:AD:78:CA:A2:DB:C7:C5:AC:B1:A3:E8:52:04:B2:00:37:53:04:0B:8ESignature	algorithm	name:	SHA1withRSASubject	Public	Key	Algorithm:	2048-bit	RSA	keyVersion:	1	Copy	the	SHA1
fingerprint	from	the	results	that	appear	in	your	terminal.	Important:	When	you	prepare	to	release	your	app	to	your	users,	follow	these	steps	again	in	a	production	project	and	create	a	new	OAuth	2.0	client	ID	for	your	production	app.	For	production	apps,	use	your	own	private	key	to	sign	the	production	app's	.apk	file.	For	more	information,	see	Signing
your	applications.	Paste	the	SHA1	fingerprint	into	the	form	where	requested.	(Optional)	Verify	ownership	of	your	Android	application.	You	can	verify	ownership	of	your	Android	application	to	reduce	the	risk	of	app	impersonation.	Learn	more	about	verifying	ownership	of	your	Android	application.	Click	Create.	iOS	If	your	application	accesses	APIs
directly	from	iOS,	you	will	need	the	application's	Bundle	ID	and,	optionally,its	Apple	App	Store	ID	and	Team	ID:	The	application's	Bundle	ID	is	the	bundle	identifier	as	listed	in	the	app's	.plist	file.	For	example:	com.example.myapp.	The	application's	App	Store	ID	is	in	the	app's	App	Store	URL,	if	the	app	was	published	in	the	Apple	App	Store.	For
example,	in	the	app	URL	the	App	Store	ID	is	284815942.	The	application's	Team	ID	is	a	10-character	string	that	Apple	assigns	to	your	team.	For	information	about	your	Team	ID,	see	Locating	your	Team	ID	in	the	Apple	App	Distribution	Guide.	After	creating	your	iOS	credentials	and	obtaining	a	Client	ID,	you	use	the	Installed	Application	OAuth	2.0
flow	to	communicate	with	Google	APIs.	Universal	Windows	Platform	(UWP)	If	your	application	runs	on	Universal	Windows	Platform,	you	will	need	your	apps	12-character	Store	ID.	You	can	find	this	value	in	the	Partner	Center,	on	the	App	identity	page	of	the	App	management	section.	This	value	can	also	be	found	as	the	last	part	of	your	app's	Microsoft
Store	URL.	For	example:	Chrome	apps	Google	Chrome	apps	and	extensions	are	a	special	case	of	installed	applications.	Chrome	exposes	JavaScript	APIs	to	allow	your	Chrome	apps	and	extensions	to	perform	various	operations.	Some	of	these	APIs	rely	on	knowing	the	identity	of	the	user	who	is	signed	in	to	Chrome.	If	you're	writing	a	Chrome	app	or
extension	that	calls	APIs	that	need	to	know	the	user's	identity,	and	you	want	your	app	or	extension	to	get	user	authorization	for	these	requests	using	OAuth	2.0,	then	choose	Chrome	as	the	platform	when	you	create	your	credentials.	You	will	need	to	enter	your	Chrome	app	or	extension's	Application	ID.	For	more	information	about	these	APIs,	see	the
User	Authentication	documentation.	Verify	app	ownership	You	can	verify	ownership	of	your	Chrome	application	to	reduce	the	risk	of	app	impersonation.	Learn	more	about	verifying	ownership	of	your	Chrome	application.	TVs	&	limited-input	devices	The	console	does	not	require	any	additional	information	to	create	OAuth	2.0	credentials	for
applications	running	on	limited-input	devices,	such	as	TVs.	Desktop	apps	The	console	does	not	require	any	additional	information	to	create	OAuth	2.0	credentials	for	desktopapplications.	This	page	is	no	longer	up-to-date.	For	current	instructions	on	how	to	set	up	and	manage	your	Google	OAuth	Client,	please	see	the	Manage	OAuth	Clients	article.
Rotating	your	client	secrets	Client	secrets	or	credentials	should	be	treated	with	extreme	care	as	described	in	theOAuth	2.0	policies,	because	they	allow	anyone	who	has	them	to	use	your	app's	identity	to	gain	access	to	user	information.	With	the	client	secret	rotation	feature,	you	can	add	a	new	secret	to	your	OAuth	client	configuration,	migrate	to	the
new	secret	while	the	old	secret	is	still	usable,	and	disable	the	old	secret	afterwards.	This	is	useful	when	the	client	secret	has	been	inadvertently	disclosed	or	leaked.	This	also	ensures	good	security	practices	by	occasionally	rotating	your	secrets	without	causing	downtime	of	your	app.	In	addition,	Google	started	to	issue	more	secure	client	secrets
recommended	by	RFC	6749in	2021.	While	apps	that	were	created	earlier	are	able	to	continue	using	the	old	secrets,	we	recommend	that	you	migrate	to	the	new	secret	with	this	rotation	feature.	To	rotate	your	client	secret,	please	follow	the	following	steps:Step	1:	Create	a	new	client	secret	Go	tothe	API	Console	Credentials	page.	If	it's	not	already
selected,	select	the	project	that	you	want	to	update.	From	the	list	of	OAuth	2.0	Client	IDs,	click	the	client	you	want	to	generate	a	new	client	secret	for.	On	the	client	details	page,	click	Add	Secreton	the	right	side	to	add	a	new	secret.	A	new	secret	will	appear	below	the	old	secret.	You	can	also	differentiate	them	by	the	secret	creation	time.	The	new
secret	will	be	in	"Enabled"state	and	ready	to	be	used.	Note	1:	Both	secrets	can	be	used	until	you	manually	disable	them.	You	must	update	your	app	to	use	the	new	secret	and	disable	the	old	one	as	soon	as	possible	after	creating	it	to	minimize	security	risks.	Note	2:	You	can	only	have	two	client	secrets	at	maximum.	If	the	client	already	has	two	secrets,
to	create	a	new	secret,	you	must	first	disable	and	delete	an	existing	secret.	Step	2:	Configure	your	app	to	use	the	new	secret	Next,	update	your	app	to	use	the	new	secret.	Remember	to	handle	your	client	secrets	securely	as	described	in	the	OAuth	2.0	policies.	You	need	to	monitor	your	app	and	make	sure	the	new	secret	has	fully	taken	effect.	In	other
words,	make	sure	the	old	secret	is	not	used	anywhere	in	your	app.	Check	the	metrics	and	configurations	used	by	your	app	to	confirm	that	only	the	new	client	secret	is	used,	for	example:	References	in	code	or	configurations.	Your	app	or	server	logs.	The	rollout	status	of	your	updated	app	version	or	configuration.	Any	other	metrics	you	may	have.	Step
3:	Disable	the	old	secret	Having	more	than	one	enabled	secrets	for	a	client	increases	security	risks.	Once	you	confirm	that	your	app	has	fully	migrated	to	the	new	secret	per	the	instructions	in	Step	2,	you	must	disable	the	old	secret.	Go	tothe	API	Console	Credentials	page.	From	the	list	of	OAuth	2.0	Client	IDs,	click	the	client	you	want	to	update.	Find
the	old	secretyou	want	to	disable.	Generally	it	should	be	the	one	with	the	earlier	creation	time.	Click	Disableon	the	right	side.	The	old	secret	will	be	invalid	shortly.	Note:	A	disabled	client	secret	will	be	rejected	in	OAuth	flows.	You	are	expected	to	continuously	monitor	your	app	and	see	if	its	working	properly.	In	case	you	notice	the	app	is	failing
because	it	is	still	using	the	old	secret,	you	may	click	Enable	to	reinstate	the	secret	on	your	client	details	page	in	API	Console	Credentials	page.	In	this	case,	you	should	redo	this	step	after	completing	the	migration.	Step	4:	Delete	the	old	secret	Once	you've	confirmed	that	your	app	is	working	seamlessly	with	the	new	client	secret,	you	are	safe	to	delete
the	disabled	old	secret.	To	delete	the	secret,	click	the	delete	button	next	to	it.	Note	that	this	cannot	be	undone.	A	measurement	ID	in	Google	Analytics	is	a	unique	identifier	for	a	web	data	stream	(which	is	a	website	registered	within	Google	Analytics).	The	format	of	a	measurement	ID	in	Google	Analytics	4	is	'G-'	followed	by	a	combination	of	numbers
and	letters,	such	as	'G-PSW1MY7HB4.'	The	measurement	ID	acts	as	a	critical	link,	connecting	your	website	to	the	corresponding	data	stream	in	Google	Analytics	4.	It	ensures	that	the	data	from	your	site	is	sent	to	the	right	location.	In	Google	Analytics	4,	the	measurement	ID	is	the	same	ID	as	the	destination	ID.	Find	your	measurement	ID	To	find	the
measurement	ID,	follow	these	steps:	In	Admin,	under	Data	collection	and	modification,	click	Data	streams.	Note:	The	previous	link	opens	to	the	last	Analytics	property	you	accessed.	You	can	change	the	property	using	the	property	selector.	You	must	be	an	Editor	or	above	at	the	property	level	tofind	your	measurement	ID.	Select	theWebtab.	Click	the
web	data	stream.	Find	the	measurement	ID	in	the	first	row	of	the	stream	details.	
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