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Command	on	Unix	systems	to	temporarily	assume	root	privileges"SUDO"	redirects	here.	For	the	non-profit	organization,	see	Sudan	Social	Development	Organization.	For	other	uses,	see	Sudo	(disambiguation).sudoThe	sudo	command	in	a	terminalOriginal	author(s)Robert	Coggeshall,	Cliff	SpencerDeveloper(s)Todd	C.	MillerInitial	releasec.
1980[1]Stable	release1.9.17p1[2]	/	30	June	2025;	22	days	ago(30	June	2025)Repositorygit.sudo.ws/sudo/	Written	inCOperating	systemUnix-likeTypePrivilege	authorizationLicenseISC-style[3]Websitewww.sudo.ws	sudo	(/sudu/[4])	is	a	shell	command	on	Unix-like	operating	systems	that	enables	a	user	to	run	a	program	with	the	security	privileges	of
another	user,	by	default	the	superuser.[5]	It	originally	stood	for	"superuser	do",[6]	as	that	was	all	it	did,	and	this	remains	its	most	common	usage;[7]	however,	the	official	Sudo	project	page	lists	it	as	"su	'do'".[8]	The	current	Linux	manual	pages	define	su	as	"substitute	user",[9]	making	the	correct	meaning	of	sudo	"substitute	user,	do",	because	sudo
can	run	a	command	as	other	users	as	well.[10][11]Unlike	the	similar	command	su,	users	must,	by	default,	supply	their	own	password	for	authentication,	rather	than	the	password	of	the	target	user.	After	authentication,	and	if	the	configuration	file	(typically	/etc/sudoers)	permits	the	user	access,	the	system	invokes	the	requested	command.	The
configuration	file	offers	detailed	access	permissions,	including	enabling	commands	only	from	the	invoking	terminal;	requiring	a	password	per	user	or	group;	requiring	re-entry	of	a	password	every	time	or	never	requiring	a	password	at	all	for	a	particular	command	line.	It	can	also	be	configured	to	permit	passing	arguments	or	multiple
commands.Robert	Coggeshall	and	Cliff	Spencer	wrote	the	original	subsystem	around	1980	at	the	Department	of	Computer	Science	at	SUNY/Buffalo.[12]	Robert	Coggeshall	brought	sudo	with	him	to	the	University	of	Colorado	Boulder.	Between	1986	and	1993,	the	code	and	features	were	substantially	modified	by	the	IT	staff	of	the	University	of
Colorado	Boulder	Computer	Science	Department	and	the	College	of	Engineering	and	Applied	Science,	including	Todd	C.	Miller.[12]	The	current	version	has	been	publicly	maintained	by	OpenBSD	developer	Todd	C.	Miller	since	1994,[12]	and	has	been	distributed	under	an	ISC-style	license	since	1999.[12]In	November	2009	Thomas	Claburn,	in
response	to	concerns	that	Microsoft	had	patented	sudo,[13]	characterized	such	suspicions	as	overblown.[14]	The	claims	were	narrowly	framed	to	a	particular	GUI,	rather	than	to	the	sudo	concept.[15]The	logo	is	a	reference	to	an	xkcd	strip,	where	an	order	for	a	sandwich	is	accepted	when	preceded	with	sudo.[16][17]Warning	when	first	using
sudoUnlike	for	su,	users	supply	their	personal	password	to	sudo	(if	necessary)[18]	rather	than	that	of	the	superuser	or	other	account.	This	allows	authorized	users	to	exercise	altered	privileges	without	compromising	the	secrecy	of	the	other	account's	password.[19]	Users	must	be	in	a	certain	group	to	use	the	sudo	command,	typically	either	the	wheel
or	sudo	group.[20]	After	authentication,	and	if	the	configuration	file	permits	the	user	access,	the	system	invokes	the	requested	command.	sudo	retains	the	user's	invocation	rights	through	a	grace	period	(typically	5	minutes)	per	pseudo	terminal,	allowing	the	user	to	execute	several	successive	commands	as	the	requested	user	without	having	to	provide
a	password	again.[21]As	a	security	and	auditing	feature,	sudo	may	be	configured	to	log	each	command	run.	When	a	user	attempts	to	invoke	sudo	without	being	listed	in	the	configuration	file,	an	exception	indication	is	presented	to	the	user	indicating	that	the	attempt	has	been	recorded.	If	configured,	the	root	user	will	be	alerted	via	mail.	By	default,	an
entry	is	recorded	in	the	system.[22]The	/etc/sudoers	file	contains	a	list	of	users	or	user	groups	with	permission	to	execute	a	subset	of	commands	while	having	the	privileges	of	the	root	user	or	another	specified	user.	The	file	can	be	edited	by	using	the	command	sudo	visudo.	Sudo	contains	several	configuration	options	such	as	allowing	commands	to	be
run	as	sudo	without	a	password,	changing	which	users	can	use	sudo,	and	changing	the	message	displayed	upon	entering	an	incorrect	password.[23]	Sudo	features	an	easter	egg	that	can	be	enabled	from	the	configuration	file	that	will	display	an	insult	every	time	an	incorrect	password	is	entered.[24]In	some	system	distributions,	sudo	has	largely
supplanted	the	default	use	of	a	distinct	superuser	login	for	administrative	tasks,	most	notably	in	some	Linux	distributions	as	well	as	Apple's	macOS.[25][26]	This	allows	for	more	secure	logging	of	admin	commands	and	prevents	some	exploits.Main	article:	Role-based	access	controlIn	association	with	SELinux,	sudo	can	be	used	to	transition	between
roles	in	role-based	access	control	(RBAC).[27]visudo	is	a	command-line	utility	that	allows	editing	the	sudo	configuration	file	in	a	fail-safe	manner.	It	prevents	multiple	simultaneous	edits	with	locks	and	performs	sanity	and	syntax	checks.Sudoedit	is	a	program	that	symlinks	to	the	sudo	binary.[28]	When	sudo	is	run	via	its	sudoedit	alias,	sudo	behaves	as
if	the	-e	flag	has	been	passed	and	allows	users	to	edit	files	that	require	additional	privileges	to	write	to.[29]Microsoft	released	its	own	tool	also	called	sudo	for	Windows	in	February	2024.	Its	interface	is	similar	to	its	Unix	counterpart	by	giving	the	ability	to	run	elevated	commands	from	an	unelevated	console	session,	although	its	implementation	is
entirely	different.[30]	The	program	runas	provides	comparable	functionality	in	Windows,	but	it	cannot	pass	current	directories,	environment	variables	or	long	command	lines	to	the	child.	And	while	it	supports	running	the	child	as	another	user,	it	does	not	support	simple	elevation.	Hamilton	C	shell	also	includes	true	su	and	sudo	for	Windows	that	can
pass	all	of	that	state	information	and	start	the	child	either	elevated	or	as	another	user	(or	both).[31][32]Graphical	user	interfaces	exist	for	sudo	notably	gksudo	but	are	deprecated	in	Debian	and	no	longer	included	in	Ubuntu.[33][34]	Other	user	interfaces	are	not	directly	built	on	sudo,	but	provide	similar	temporary	privilege	elevation	for	administrative
purposes,	such	as	pkexec	in	Unix-like	operating	systems,	User	Account	Control	in	Microsoft	Windows	and	Mac	OS	X	Authorization	Services.[35]doas,	available	since	OpenBSD	5.8	(October	2015),	has	been	written	in	order	to	replace	sudo	in	the	OpenBSD	base	system,	with	the	latter	still	being	made	available	as	a	port.[36]gosu	is	a	tool	similar	to	sudo
that	is	popular	in	containers	where	the	terminal	may	not	be	fully	functional	or	where	there	are	undesirable	effects	from	running	sudo	in	a	containerized	environment.[37]Free	and	open-source	software	portalchrootdoasrunasComparison	of	privilege	authorization	features^	Miller,	Todd	C.	"A	Brief	History	of	Sudo".	Archived	from	the	original	on	16
November	2018.	Retrieved	15	November	2018.^	"Sudo	News".	Archived	from	the	original	on	1	December	2021.	Retrieved	12	April	2023.^	Todd	C.	Miller	(2011-06-17).	"Sudo	License".	sudo.ws.	Archived	from	the	original	on	2015-07-31.	Retrieved	2011-11-17.^	Miller,	Todd	C.	"Troubleshooting	tips	and	FAQ	for	Sudo".	Archived	from	the	original	on
2021-11-27.	Retrieved	2009-11-20.^	Cohen,	Noam	(May	26,	2008).	"This	Is	Funny	Only	if	You	Know	Unix".	The	New	York	Times.	Archived	from	the	original	on	January	22,	2018.	Retrieved	April	9,	2012.^	By	(2014-05-28).	"Interview:	Inventing	The	Unix	"sudo"	Command".	Hackaday.	Archived	from	the	original	on	2022-01-10.	Retrieved	2022-01-10.^
"Aaron	Toponce:	The	Meaning	of	'su'".	Archived	from	the	original	on	2023-02-24.	Retrieved	2015-08-18.^	"What	is	Sudo".	Archived	from	the	original	on	2022-06-03.	Retrieved	2022-06-07.^	"su(1)	Linux	manual	page".	Archived	from	the	original	on	2022-06-05.	Retrieved	2022-06-08.^	"Sudo	-	ArchWiki"	(MediaWiki).	wiki.archlinux.org.	Archived	from
the	original	on	2021-04-25.	Retrieved	2015-11-09.^	Haeder,	A.;	Schneiter,	S.	A..;	Pessanha,	B.	G.;	Stanger,	J.	LPI	Linux	Certification	in	a	Nutshell.	O'Reilly	Media,	2010.	p.	409.	ISBN978-0596804879.^	a	b	c	d	Miller,	Todd	C.	"A	Brief	History	of	Sudo".	Archived	from	the	original	on	2021-01-27.	Retrieved	2021-02-08.^	Lilly,	Paul.	"Microsoft	has
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sudo	command	in	Linux	allows	a	permitted	user	to	execute	a	command	as	another	user,	typically	the	superuser	(root).	It	stands	for	superuser	do.	By	default,	users	with	administrative	privileges	can	execute	commands	that	require	root-level	permissions	without	logging	in	as	the	root	user,	offering	greater	security	and	control	over	access	to	system
resources.	Using	sudo	temporarily	elevates	the	users	privileges	for	the	duration	of	the	command	being	run.sudo	Command	Cheat	SheetOptionDescriptionExamplesudo	[COMMAND]Executes	a	single	command	as	rootsudo	apt	updatesudo	-iOpens	an	interactive	root	shellsudo	-isudo	-u	[USERNAME]	[COMMAND]Executes	a	command	as	a	different
usersudo	-u	user1	whoamisudo	-lLists	the	users	allowed	sudo	commandssudo	-lsudo	--preserve-env	[COMMAND]Preserves	the	current	environment	variables	when	running	as	rootsudo	--preserve-env=PATH	envsudo	!!Repeats	the	last	command	with	sudosudo	!!sudo	-vRefreshes	the	sudo	credentials	without	running	a	commandsudo	-vsudo	-
kInvalidates	the	sudo	session,	requiring	a	password	for	the	next	commandsudo	-kConclusionThe	sudo	command	is	a	powerful	tool	that	allows	users	to	temporarily	elevate	their	privileges	to	perform	administrative	tasks	without	needing	to	switch	to	the	root	user.	It	enhances	security	by	requiring	password	authentication	and	limiting	the	scope	of	root
access	to	specific	users	and	commands.	Whether	you	need	to	run	a	command	as	root	or	as	another	user,	sudo	provides	fine-grained	control	over	what	actions	can	be	taken	and	by	whom,	ensuring	that	your	system	remains	secure.Understanding	sudo	is	a	game	changer	for	any	Linux	user.	This	blog	post	will	take	you	from	the	basics	to	advanced	sudo
command	usage,	complete	with	detailed	explanations	and	a	handy	cheat	sheet	table.	What	is	sudo?	sudo	stands	for	superuser	do.	It	allows	you	to	execute	commands	with	elevated	privileges,	which	is	essential	when	Read	moreCategories	Linux	Cheat	Sheet	-	How	to	command:Tags	sudo	Leave	a	commentMarch	13,	2025October	13,	2024	by	cilLinux
lets	you	quickly,	effectively,	and	in	your	own	special	way	complete	chores.	It	is	no	more	just	an	operating	system.	Learning	Linux	commands	will	transform	how	you	run	your	computer	regardless	of	your	level	of	tech	knowledgesystem	administrator,	developer,	or	just	enthusiast.	Linux	commands	provide	users	the	most	flexible	and	efficient	means	of
handling	Read	moreCategories	Linux	Cheat	Sheet	-	How	to	command:Tags	alias,	arch,	ascii,	aspell,	awk,	b2sum,	base32,	base64,	basename,	bash,	bc,	bg,	bind,	break,	builtin,	cal,	caller,	case,	cat,	cd,	chcon,	chgrp,	chmod,	chown,	chroot,	cksum,	comm,	command,	compgen,	complete,	compopt,	continue,	coproc,	cp,	csplit,	curl,	cut,	date,	dd,	declare,	df,
dir,	dircolors,	dirname,	dirs,	disown,	du,	echo,	enable,	env,	eval,	exec,	exit,	expand,	export,	expr,	factor,	false,	fc,	fg,	file,	find,	fmt,	fold,	for,	function,	gedit,	getopts,	grep,	groups,	gunzip,	gzip,	hash,	head,	help,	history,	hostid,	id,	if,	install,	jobs,	join,	kill,	less,	let,	link,	ln,	local,	locate,	logname,	logout,	look,	lpr,	ls,	man,	mapfile,	mc,	mcedit,	md5sum,
mkdir,	mkfifo,	mknod,	mktemp,	more,	mount,	mv,	nano,	nice,	nl,	nohup,	nproc,	numfmt,	od,	paste,	pathchk,	pinky,	popd,	pr,	printenv,	printf,	ps,	ptx,	pushd,	pwd,	read,	readarray,	readlink,	readonly,	realpath,	return,	rm,	rmdir,	runcon,	scp,	sed,	select,	seq,	set,	sftp,	sha512sum,	shift,	shopt,	shred,	shuf,	sleep,	sort,	source,	split,	sqlite3,	ssh,	stat,	stdbuf,
stty,	su,	sudo,	sum,	suspend,	sync,	tac,	tail,	tar,	tee,	test,	time,	timeout,	times,	tmux,	top,	touch,	tput,	tr,	trap,	true,	truncate,	tsort,	tty,	type,	typeset,	ulimit,	umask,	unalias,	uname,	unexpand,	uniq,	unlink,	unset,	until,	uptime,	users,	variables,	vdir,	vim,	wait,	wc,	wget,	which,	while,	who,	whoami,	yes,	zcat,	zless	6	CommentsPlay	Sudoku	-	the	number
placing	game	taking	the	world	by	storm.We	also	supply	Sudoku	puzzles	for	newspapers,	books,	magazines,	websites	and	more.Web	Sudoku	2025.	Protected	by	Copyscape	plagiarism	checker.By	Gideon	Greenspan	and	Rachel	Lee.Please	play	on	our	new	server.	sudo(SuperUser	DO)	command	lets	you	access	restricted	files	and	operations.By	default,
Linux	restricts	access	to	certain	system	parts	to	prevent	sensitive	files	from	being	compromised.	The	sudo	command	temporarily	elevates	privileges,	allowing	users	to	complete	sensitive	tasks	without	logging	in	as	the	root	user.	In	this	tutorial,	learn	how	to	use	the	sudo	command	in	Linux	with	examples.	Prerequisites	A	system	running	Linux	(this
tutorial	uses	Ubuntu	22.04).	Access	to	the	terminal.	A	user	account	with	sudo.	Thesudo	command	syntax	is	simple:	sudo	[command]	When	you	run	the	sudo	command,	a	timestamp	is	recorded	in	the	system	logs.	This	allows	users	to	run	commands	with	elevated	privileges	for	a	short	time	(15	minutes	by	default).	If	someone	without	sudo	privileges
attempts	to	use	the	sudo	command,	it	is	logged	as	a	security	event.	Note:	There	are	several	ways	to	create	a	sudo	user.	Check	out	how	to	create	a	sudo	user	on	Ubuntu,	Debian,	or	Centos.	Command	options	enhance	the	functionality	and	security	of	sudo	in	various	situations.	The	following	table	presents	options	commonly	used	with	sudo.
OptionDescription-hDisplays	help	information	and	exits.-VDisplays	version	information	and	exits.-vUpdates	the	user's	timestamp	without	running	a	command.-kInvalidates	the	user's	timestamp,	forcing	the	user	to	re-enter	their	password	the	next	time	sudo	is	used.-KRemoves	the	user's	timestamp	entirely,	similar	to	-k.-bRuns	the	given	command	in	the
background.-nNon-interactive	mode;	if	a	password	is	required,	sudo	shows	an	error.-HSets	the	HOME	environment	variable	to	the	target	user's	home	directory.-iSimulates	an	initial	login	session,	running	the	shell	as	a	login	shell.-eEdits	files	safely	with	elevated	privileges.-sStarts	a	shell	with	root	privileges.-uRuns	the	command	as	a	specified	user.-
gRuns	the	command	as	a	specified	group.-lLists	the	user's	allowed	and	forbidden	commands.-AUses	an	alternate	method	for	password	authentication.-EPreserves	the	user's	environment	when	running	a	command.--Indicates	the	end	of	sudo	options.	Note:	Staying	logged	in	as	an	administrator	compromises	security.	Admins	used	to	run	the	su
(substitute	user)	command	to	temporarily	switch	to	an	administrator	account.	However,	the	su	command	requires	a	second	user	account	and	password,	which	isn't	always	feasible.	Environment	variables	in	sudo	provide	control	and	customization	over	the	sudo	command	behavior	and	the	environment	in	which	commands	run.	The	following	table
provides	a	detailed	explanation	of	each	variable:	VariableDescriptionEDITORSets	the	default	editor	to	use	with	the	-e	option	if	VISUAL	is	not	set.	Allows	you	to	safely	edit	files	as	root	without	running	the	editor	as	root.	Copies	the	file	to	a	temporary	location,	edits	it,	and	then	moves	it	back	with	root	privileges.HOMESet	to	the	target	user's	home
directory	when	using	the	-s	or	-H	options	with	sudo.PATHSet	to	a	secure	and	predefined	value	if	the	secure_path	option	is	enabled	in	the	sudoers	configuration	file.SHELLDetermines	which	shell	to	run	when	using	the	-s	option	with	the	sudo	command.SUDO_PROMPTUsed	as	the	default	password	prompt.SUDO_COMMANDRecords	the	command
being	executed.SUDO_USERTracks	the	original	user	who	initiated	the	sudo	command.SUDO_UIDProvides	the	user	ID.SUDO_GIDProvides	the	group	ID	of	the	user,	useful	for	maintaining	correct	group	permissions	and	auditing.SUDO_PS1Customizes	the	shell	prompt	when	running	a	command	with	sudo.USERDefines	the	target	user	for	the	sudo
command,	ensuring	commands	are	executed	with	the	appropriate	user	context.VISUALEnsures	the	preferred	text	editor	is	used	when	editing	files.	sudo	was	developed	as	a	way	to	grant	a	user	administrative	rights	temporarily.	To	make	it	work,	use	sudo	before	a	restricted	command.	The	following	text	provides	practical	sudo	usage	examples.	The
basic	sudo	function	is	to	run	commands	restricted	from	regular	users.	To	check	what	a	restricted	command	looks	like	with	and	without	sudo,	take	the	following	steps:	1.	Open	a	terminal	window	and	run	the	following	command:	apt	update	An	error	message	appears.	You	do	not	have	the	necessary	permissions	to	run	the	command.	2.	Try	the	same
command	with	sudo:	sudo	apt	update	3.	Type	your	password	when	prompted.	The	system	executes	the	command	and	updates	the	repositories.	sudo	also	allows	you	to	run	a	command	as	another	user:	1.	Verify	your	username	with	the	whoami	command:	whoami	The	system	displays	your	username.	2.	Run	the	following	command:	sudo	-u
[different_username]	whoami	For	example,	we	use	user1:	sudo	-u	user1	whoami	The	command	sudo	bash	is	used	to	start	a	BASH	shell	with	root	privileges.	sudo	bash	The	prompt	changes	to	indicate	the	shell	is	now	running	as	the	root	user.	The	Linux	command	line	keeps	a	record	of	previously	executed	commands.	Access	these	records	by	pressing
the	up	arrow.	To	repeat	the	last	command	with	elevated	privileges,	use:	sudo	!!	This	also	works	with	earlier	commands.	Specify	the	historical	number	as	follows:	sudo	!16	This	example	repeats	the	16th	entry	in	history	with	the	sudo	command.	To	learn	about	how	to	efficiently	use	the	history	command,	check	out	our	article	on	sudo	history	command
with	examples.	String	multiple	commands	together,	separated	by	a	semicolon.	For	example,	run	ls,	whoami,	and	hostname:	sudo	ls;	whoami;	hostname	Use	sudo	to	add	a	text	string	to	an	existing	file	without	opening	it	for	editing.	This	method	is	often	employed	for	tasks	such	as	adding	repository	URLs	to	sources	list	files	in	Linux.	Use	the	following
syntax	with	echo,	sudo,	and	tee	command:	echo	'string-of-text'	|	sudo	tee	-a	[path_to_file]	For	example:	echo	"deb	$(lsb_release	-cs)	nginx"	|	sudo	tee	/etc/apt/sources.list.d/nginx.list	The	command	adds	the	Nginx	software	repositories	to	your	system.	Conclusion	This	article	explained	thesudocommand	and	how	to	use	it.	Refer	to	the	examples	to	learn
how	to	use	the	command	efficiently.	Next,learn	the	difference	between	the	sudo	and	su	command.Was	this	article	helpful?O	sistema	operacional	Linux	conhecido	por	sua	versatilidade	e	segurana.	No	entanto,	para	ter	acesso	a	todas	as	funes	que	o	Linux	oferece,	preciso	ter	conhecimento	sobre	comandos	do	terminal.	E	um	dos	comandos	mais
importantes	em	um	sistema	Linux	o	sudo.O	sudo	permite	que	um	usurio	normal	execute	comandos	no	terminal	com	permisses	de	root	ou	superusurio.	Isso	significa	que	o	usurio	pode	alterar	configuraes	do	sistema,	instalar	programas	e	executar	outras	atividades	de	administrao	que	normalmente	apenas	um	superusurio	pode	fazer.	Mas,	como	usar	o
comando	sudo	corretamente?Nesta	srie	de	artigos,	vamos	explicar	o	que	o	comando	sudo,	por	que	importante	us-lo	corretamente,	como	us-lo	e	gerenci-lo,	alm	de	fornecer	dicas	e	solues	de	problemas	comuns	relacionados	ao	sudo.	Voc	descobrir	como	o	uso	de	comandos	sudo	pode	aumentar	a	eficincia	de	suas	tarefas	e	proteger	seu	sistema	contra
erros	ou	ataques.O	que	o	comando	sudo?O	comando	sudo	uma	ferramenta	presente	em	sistemas	operacionais	Linux	que	permite	que	um	usurio	execute	comandos	com	privilgios	de	superusurio.	Em	outras	palavras,	com	o	sudo,	um	usurio	comum	pode	executar	comandos	que	normalmente	s	um	administrador	do	sistema	teria	permisso	para
realizar.Essa	funcionalidade	extremamente	til	em	ambientes	de	trabalho	em	equipe,	onde	vrios	usurios	precisam	trabalhar	no	mesmo	sistema	operacional.	Os	administradores	do	sistema	podem	atribuir	permisses	especficas	a	cada	usurio	para	garantir	que	apenas	as	aes	necessrias	sejam	executadas.O	comando	sudo	a	maneira	mais	segura	de
conceder	acesso	root	aos	usurios.Por	que	usar	o	comando	sudo?O	comando	sudo	amplamente	utilizado	no	Linux	por	uma	srie	de	razes.	O	principal	motivo	que	ele	permite	que	os	usurios	executem	comandos	com	permisses	de	root	sem	ter	que	efetuar	login	como	root.	Isso	importante	por	razes	de	segurana,	pois	muito	mais	seguro	executar	o	comando
com	privilgios	elevados	apenas	quando	necessrio,	em	vez	de	todo	o	tempo.Alm	disso,	o	comando	sudo	permite	que	os	administradores	de	sistema	controlem	quem	pode	fazer	o	qu	no	sistema.	Com	o	sudo,	possvel	definir	quais	usurios	tm	permisso	para	executar	comandos	especficos	com	privilgios	de	root	e	quais	usurios	no	tm	essa	permisso.Outra
vantagem	do	comando	sudo	que	ele	mantm	um	registro	completo	de	todas	as	atividades	realizadas	com	privilgios	de	root.	Isso	torna	a	tarefa	de	auditar	o	uso	do	sistema	muito	mais	fcil	e	eficiente.Em	resumo,	o	comando	sudo	uma	ferramenta	essencial	para	qualquer	usurio	de	Linux	que	precise	executar	comandos	com	privilgios	elevados	de	maneira
segura,	controlar	o	acesso	ao	sistema	e	manter	um	registro	completo	de	todas	as	atividades	realizadas.Como	usar	o	comando	sudoO	comando	sudo	uma	ferramenta	essencial	para	qualquer	usurio	do	sistema	Linux.	Ele	permite	que	voc	execute	tarefas	que	exigem	permisses	de	root	sem	precisar	fazer	login	como	superusurio.	Nesta	seo,	voc	aprender
como	usar	o	comando	sudo	e	como	aproveitar	ao	mximo	suas	funcionalidades.Como	usar	o	comando	sudoPara	usar	o	comando	sudo,	abra	o	terminal	e	digite	sudo	seguido	do	comando	que	deseja	executar.	Por	exemplo,	se	voc	quiser	instalar	um	pacote,	digite:sudo	apt-get	install	nome_do_pacoteVoc	ser	solicitado	a	digitar	sua	senha	de	usurio	regular.
Depois	de	inserir	a	senha,	o	comando	ser	executado	com	permisses	de	root.Se	voc	precisar	executar	vrios	comandos	como	root,	pode	usar	o	sinal	de	ampersand	(&)	para	executar	os	comandos	em	segundo	plano.	O	comando	abaixo	executar	o	comando	1	e	o	comando	2	como	root:sudo	comando1	&	sudo	comando2Voc	tambm	pode	usar	o	sudo	com	o
sinal	de	pipe	(|)	para	redirecionar	a	sada	do	comando	para	outro	processo.	Por	exemplo,	o	comando	abaixo	lista	todos	os	arquivos	na	pasta	/var	e	salva	a	lista	em	um	arquivo:sudo	ls	/var	|	sudo	tee	lista_de_arquivos.txtListando	suas	permisses	sudoPara	ver	quais	comandos	voc	pode	executar	com	o	sudo,	digite	sudo	-l	no	terminal.	Isso	exibir	uma	lista
das	permisses	de	usurio	que	foram	concedidas	pelo	administrador	do	sistema.Personalizando	o	sudoVoc	pode	personalizar	o	comportamento	do	sudo	editando	o	arquivo	/etc/sudoers.	Este	arquivo	define	as	configuraes	padro	do	sudo,	como	quais	usurios	tm	permisso	para	usar	o	sudo	e	quais	comandos	especficos	eles	podem	executar.	importante	editar
o	arquivo	sudoers	com	cuidado,	pois	alteraes	incorretas	podem	impedir	que	voc	faa	login	no	sistema.	Para	evitar	problemas,	sempre	faa	uma	cpia	de	backup	do	arquivo	antes	de	modific-lo.A	configurao	padro	do	sudoers	criar	um	arquivo	temporrio	em	/etc/sudoers.d	ao	invs	de	editar	o	arquivo	principal.	Isso	evita	a	perda	acidental	dos	arquivos	de
configurao	do	sudo	com	uma	alterao	malfeita.Voc	pode	adicionar	um	usurio	ao	grupo	sudo	para	conceder-lhe	acesso	ao	comando	sudo.	Por	exemplo,	para	adicionar	o	usurio	joao	ao	grupo	sudo,	digite:sudo	usermod	-aG	sudo	joaoO	comando	acima	adicionar	o	usurio	joao	ao	grupo	sudo	sem	alterar	sua	senha	ou	direitos	de	usurio.O	comando	sudo	uma
ferramenta	poderosa	e	til	para	qualquer	usurio	do	sistema	Linux.	Com	algumas	dicas	e	truques	na	manga,	voc	pode	maximizar	sua	eficcia	e	personalizar	as	configuraes	para	suas	necessidades	especficas.Agora	que	voc	j	entendeu	como	o	comando	sudo	funciona	e	por	que	importante	us-lo,	vamos	ver	alguns	exemplos	prticos	de	como	ele	pode	ser	usado
em	diferentes	situaes.1.	Atualizando	pacotes	do	sistemaPara	atualizar	os	pacotes	do	sistema,	voc	pode	usar	o	seguinte	comando:sudo	apt-get	update	&&	sudo	apt-get	upgradeEste	comando	atualiza	a	lista	de	pacotes	disponveis	e	instala	as	atualizaes	disponveis.2.	Instalando	pacotesPara	instalar	um	pacote,	voc	pode	usar	o	seguinte	comando:sudo	apt-
get	install	nome_do_pacoteEste	comando	instala	o	pacote	especificado.3.	Removendo	pacotesPara	remover	um	pacote,	voc	pode	usar	o	seguinte	comando:sudo	apt-get	remove	nome_do_pacoteEste	comando	remove	o	pacote	especificado.4.	Gerenciando	usurios	e	permissesPara	adicionar	um	novo	usurio,	voc	pode	usar	o	seguinte	comando:sudo
adduser	nome_do_usuarioEste	comando	adiciona	um	novo	usurio	ao	sistema.Para	conceder	permisses	de	administrador	a	um	usurio	existente,	voc	pode	adicionar	o	usurio	ao	grupo	sudo:sudo	usermod	-aG	sudo	nome_do_usuarioEste	comando	adiciona	o	usurio	especificado	ao	grupo	sudo,	que	tem	permisso	para	executar	comandos	como
superusurio.Gerenciando	as	configuraes	do	sudoO	comando	sudo	oferece	uma	grande	flexibilidade	na	configurao	de	suas	opes.	possvel	personalizar	a	forma	como	o	sudo	usado	pelos	usurios	do	sistema,	permitindo	ou	restringindo	o	acesso	a	determinados	comandos	ou	programas.Para	comear	a	gerenciar	as	configuraes	do	sudo,	necessrio	editar	o
arquivo	de	configurao	sudoers,	que	pode	ser	acessado	atravs	do	comando:sudo	visudoEste	comando	abrir	o	arquivo	de	configurao	sudoers	no	seu	editor	de	texto	padro.	importante	lembrar	que	quaisquer	alteraes	feitas	neste	arquivo	devem	ser	salvas	com	cuidado,	pois	erros	podem	deixar	o	sistema	inutilizvel.A	configurao	do	sudoers	baseada	em
regras	simples,	escritas	em	uma	linguagem	prpria	do	sudo.	Cada	regra	consiste	em	trs	partes:O	nome	do	usurio	ou	grupo	de	usurios	a	quem	a	regra	se	aplica;As	mquinas	em	que	a	regra	vlida;As	permisses	concedidas	pela	regra.Por	exemplo,	a	regra	a	seguir	concede	ao	usurio	fulano	o	direito	de	executar	qualquer	comando	como	superusurio	em
qualquer	mquina:fulano	ALL=(ALL)	ALLExistem	diversas	opes	disponveis	no	sudoers,	como	a	possibilidade	de	restringir	os	comandos	que	um	usurio	pode	executar	ou	permitir	o	uso	de	comandos	especficos	sem	a	necessidade	de	digitar	uma	senha.	importante	lembrar	que	quaisquer	alteraes	feitas	no	sudoers	devem	ser	feitas	com	cuidado,	pois	erros
podem	deixar	o	sistema	inutilizvel.	Recomenda-se	sempre	fazer	uma	cpia	de	segurana	do	arquivo	original	antes	de	fazer	qualquer	alterao	e	testar	cuidadosamente	as	novas	regras	antes	de	coloc-las	em	produo.Dicas	e	truques	do	comando	sudoO	comando	sudo	uma	ferramenta	til	para	executar	tarefas	de	administrao	no	Linux,	mas	alguns	truques
podem	ajudar	a	otimizar	seu	uso.	Aqui	esto	algumas	dicas	e	truques	do	comando	sudo	que	podem	ajudar	o	usurio:Use	a	opo	-i	para	iniciar	uma	sesso	rootA	opo	-i	permite	que	voc	inicie	uma	sesso	root	para	executar	vrios	comandos	sem	precisar	digitar	o	sudo	vrias	vezes.	Para	isso,	basta	digitar	o	seguinte	comando:sudo	-iVoc	ser	solicitado	a	inserir	sua
senha	e,	em	seguida,	poder	executar	vrios	comandos	sem	precisar	digitar	o	sudo	vrias	vezes.Use	a	opo	-s	para	alternar	entre	os	usuriosA	opo	-s	permite	que	voc	alterne	entre	os	usurios,	permitindo	que	voc	execute	comandos	em	nome	de	outro	usurio	sem	precisar	fazer	login	com	sua	conta.	Para	isso,	basta	digitar	o	seguinte	comando:sudo	-u	[usurio]
comandoSubstitua	[usurio]	pelo	nome	do	usurio	que	voc	deseja	usar.Use	wildcards	para	executar	comandos	em	vrios	arquivosSe	voc	precisa	executar	um	comando	em	vrios	arquivos,	pode	usar	wildcards	para	especificar	o	padro	de	nome	de	arquivo.	Por	exemplo,	se	voc	deseja	alterar	o	proprietrio	de	todos	os	arquivos	no	diretrio	/var/www	para	www-
data,	basta	digitar	o	seguinte	comando:sudo	chown	www-data	/var/www/*Isso	alterar	o	proprietrio	de	todos	os	arquivos	no	diretrio	/var/www	para	www-data.Use	a	opo	-A	para	lembrar	sua	senha	por	um	perodo	de	tempoA	opo	-A	permite	que	voc	armazene	sua	senha	por	um	perodo	de	tempo	e	use-a	para	executar	outros	comandos	sem	precisar	digitar
a	senha	novamente.	Para	isso,	basta	digitar	o	seguinte	comando:sudo	-A	comandoIsso	armazenar	sua	senha	por	um	perodo	de	tempo	e	permitir	que	voc	execute	outros	comandos	sem	precisar	digitar	a	senha	novamente.Use	a	opo	-k	para	invalidar	o	cache	da	senhaSe	voc	deseja	invalidar	o	cache	da	senha	e	exigir	que	o	sudo	solicite	sua	senha
novamente,	pode	usar	a	opo	-k.	Por	exemplo,	se	voc	deseja	invalidar	o	cache	da	senha,	basta	digitar	o	seguinte	comando:sudo	-kIsso	invalidar	o	cache	da	senha	e	exigir	que	voc	digite	sua	senha	novamente	antes	de	executar	outro	comando	com	sudo.Soluo	de	Problemas	do	Comando	SudoEmbora	o	comando	sudo	seja	uma	ferramenta	til	e	poderosa
para	os	usurios	do	Linux,	pode	haver	momentos	em	que	os	usurios	enfrentam	problemas	ao	us-lo.	Aqui	esto	algumas	solues	simples	para	os	problemas	mais	comuns	que	os	usurios	podem	encontrar	ao	usar	o	comando	sudo.Problema	1:	O	comando	sudo	no	funcionaSe	o	comando	sudo	no	estiver	funcionando,	verifique	se	voc	est	digitando	a	senha
correta	do	usurio	root.	Alm	disso,	certifique-se	de	que	a	configurao	do	sudo	esteja	correta.	Verifique	o	arquivo	sudoers	para	ver	se	o	usurio	tem	as	permisses	adequadas	para	executar	comandos	com	sudo.Problema	2:	O	comando	sudo	est	demorando	muito	para	executarSe	o	comando	sudo	estiver	demorando	muito	para	executar,	pode	estar	ocorrendo
um	problema	de	resoluo	de	DNS.	Verifique	se	voc	tem	um	servidor	DNS	configurado	corretamente	em	seu	sistema	e	certifique-se	de	que	ele	esteja	funcionando	corretamente.	Verifique	tambm	a	configurao	do	arquivo	de	hosts.Problema	3:	A	sada	do	comando	sudo	parece	estranha	ou	incorretaSe	a	sada	do	comando	sudo	parecer	estranha	ou	incorreta,
pode	ser	devido	a	problemas	de	codificao.	Certifique-se	de	que	o	seu	terminal	esteja	configurado	com	a	codificao	correta	e	verifique	se	o	seu	sistema	esteja	usando	a	codificao	UTF-8.Problema	4:	O	usurio	no	tem	permisso	para	usar	o	comando	sudoSe	o	usurio	no	tiver	permisso	para	usar	o	comando	sudo,	voc	precisar	adicionar	o	usurio	ao	arquivo
sudoers.	Abra	o	arquivo	sudoers	e,	na	seo	onde	os	usurios	so	definidos,	adicione	o	nome	do	usurio	e	suas	permisses.	Certifique-se	de	salvar	o	arquivo	aps	fazer	as	alteraes.Problema	5:	O	arquivo	sudoers	foi	alterado	acidentalmenteSe	o	arquivo	sudoers	foi	alterado	acidentalmente,	voc	precisar	corrigir	as	alteraes	para	obter	o	seu	sistema	de	volta	ao
estado	original.	Uma	maneira	de	fazer	isso	usar	o	RPM,	se	voc	estiver	usando	um	sistema	baseado	em	RPM.	Se	voc	estiver	usando	um	sistema	baseado	no	Debian,	pode	tentar	reinstalar	o	pacote	sudo.	Outra	opo	copiar	o	arquivo	sudoers	padro	do	sistema	operacional	e	substituir	o	arquivo	alterado.O	comando	sudo	uma	ferramenta	poderosa	e	essencial
para	administradores	de	sistemas	Linux	e	usurios	avanados.	Com	ele,	possvel	conceder	permisses	temporrias	de	superusurio	para	executar	tarefas	que	exigem	autorizao	especial.	Alm	disso,	o	sudo	oferece	um	controle	granular	sobre	quem	pode	executar	o	qu	e	em	quais	circunstncias.Neste	artigo,	vimos	o	que	o	comando	sudo,	por	que	us-lo	e	como	us-
lo	corretamente.	Tambm	discutimos	exemplos	prticos	de	uso	do	sudo	e	dicas	para	gerenciar	suas	configuraes	e	solucionar	problemas.	Esperamos	que	este	guia	tenha	sido	til	para	voc	aumentar	sua	segurana	e	produtividade	no	Linux.Lembre-se	sempre	de	utilizar	o	sudo	com	responsabilidade	e	cautela,	evitando	conceder	privilgios	desnecessrios	ou
executar	comandos	sem	verificar	cuidadosamente	a	sintaxe	e	os	parmetros.	Com	prtica	e	conhecimento,	o	comando	sudo	pode	se	tornar	um	aliado	valioso	para	o	seu	ambiente	Linux.SUDO(8)	System	Manager's	Manual	SUDO(8)	sudo,	sudoedit	execute	a	command	as	another	user	sudo	-h	|	-K	|	-k	|	-V	sudo	-v	[-ABkNnS]	[-g	group]	[-h	host]	[-p	prompt]	[-
u	user]	sudo	-l	[-ABkNnS]	[-g	group]	[-h	host]	[-p	prompt]	[-U	user]	[-u	user]	[command	[arg	...]]	sudo	[-ABbEHnPS]	[-C	num]	[-D	directory]	[-g	group]	[-h	host]	[-p	prompt]	[-R	directory]	[-T	timeout]	[-u	user]	[VAR=value]	[-i	|	-s]	[command	[arg	...]]	sudoedit	[-ABkNnS]	[-C	num]	[-D	directory]	[-g	group]	[-h	host]	[-p	prompt]	[-R	directory]	[-T	timeout]	[-u
user]	file	...	sudo,	allows	a	permitted	user	to	execute	a	command	as	the	superuser	or	another	user,	as	specified	by	the	security	policy.	The	invoking	user's	real	(not	effective)	user-ID	is	used	to	determine	the	user	name	with	which	to	query	the	security	policy.	sudo,	supports	a	plugin	architecture	for	security	policies,	auditing,	and	input/output	logging.
Third	parties	can	develop	and	distribute	their	own	plugins	to	work	seamlessly	with	the	sudo,	front-end.	The	default	security	policy	is	sudoers,	which	is	configured	via	the	file	/etc/sudoers,	or	via	LDAP.	See	the	Plugins	section	for	more	information.	The	security	policy	determines	what	privileges,	if	any,	a	user	has	to	run	sudo,.	The	policy	may	require	that
users	authenticate	themselves	with	a	password	or	another	authentication	mechanism.	If	authentication	is	required,	sudo,	will	exit	if	the	user's	password	is	not	entered	within	a	configurable	time	limit.	This	limit	is	policy-specific;	the	default	password	prompt	timeout	for	the	sudoers	security	policy	is	5	minutes.	Security	policies	may	support	credential
caching	to	allow	the	user	to	run	sudo,	again	for	a	period	of	time	without	requiring	authentication.	By	default,	the	sudoers	policy	caches	credentials	on	a	per-terminal	basis	for	5	minutes.	See	the	timestamp_type	and	timestamp_timeout	options	in	sudoers(5)	for	more	information.	By	running	sudo,	with	the	-v	option,	a	user	can	update	the	cached
credentials	without	running	a	command.	On	systems	where	sudo,	is	the	primary	method	of	gaining	superuser	privileges,	it	is	imperative	to	avoid	syntax	errors	in	the	security	policy	configuration	files.	For	the	default	security	policy,	sudoers(5),	changes	to	the	configuration	files	should	be	made	using	the	visudo(8)	utility	which	will	ensure	that	no	syntax
errors	are	introduced.	When	invoked	as	sudoedit,	the	-e	option	(described	below),	is	implied.	Security	policies	and	audit	plugins	may	log	successful	and	failed	attempts	to	run	sudo,.	If	an	I/O	plugin	is	configured,	the	running	command's	input	and	output	may	be	logged	as	well.	The	options	are	as	follows:	-A,	--askpass	Normally,	if	sudo,	requires	a
password,	it	will	read	it	from	the	user's	terminal.	If	the	-A	(askpass)	option	is	specified,	a	(possibly	graphical)	helper	program	is	executed	to	read	the	user's	password	and	output	the	password	to	the	standard	output.	If	the	SUDO_ASKPASS	environment	variable	is	set,	it	specifies	the	path	to	the	helper	program.	Otherwise,	if	sudo.conf(5)	contains	a	line
specifying	the	askpass	program,	that	value	will	be	used.	For	example:	#	Path	to	askpass	helper	program	Path	askpass	/usr/X11R6/bin/ssh-askpass	If	no	askpass	program	is	available,	sudo,	will	exit	with	an	error.	-B,	--bell	Ring	the	bell	as	part	of	the	password	prompt	when	a	terminal	is	present.	This	option	has	no	effect	if	an	askpass	program	is	used.	-b,
--background	Run	the	given	command	in	the	background.	It	is	not	possible	to	use	shell	job	control	to	manipulate	background	processes	started	by	sudo,.	Most	interactive	commands	will	fail	to	work	properly	in	background	mode.	-C	num,	--close-from=num	Close	all	file	descriptors	greater	than	or	equal	to	num	before	executing	a	command.	Values	less
than	three	are	not	permitted.	By	default,	sudo,	will	close	all	open	file	descriptors	other	than	standard	input,	standard	output,	and	standard	error	when	executing	a	command.	The	security	policy	may	restrict	the	user's	ability	to	use	this	option.	The	sudoers	policy	only	permits	use	of	the	-C	option	when	the	administrator	has	enabled	the
closefrom_override	option.	-D	directory,	--chdir=directory	Run	the	command	in	the	specified	directory	instead	of	the	current	working	directory.	The	security	policy	may	return	an	error	if	the	user	does	not	have	permission	to	specify	the	working	directory.	-E,	--preserve-env	Indicates	to	the	security	policy	that	the	user	wishes	to	preserve	their	existing
environment	variables.	The	security	policy	may	return	an	error	if	the	user	does	not	have	permission	to	preserve	the	environment.	--preserve-env=list	Indicates	to	the	security	policy	that	the	user	wishes	to	add	the	comma-separated	list	of	environment	variables	to	those	preserved	from	the	user's	environment.	The	security	policy	may	return	an	error	if
the	user	does	not	have	permission	to	preserve	the	environment.	This	option	may	be	specified	multiple	times.	-e,	--edit	Edit	one	or	more	files	instead	of	running	a	command.	In	lieu	of	a	path	name,	the	string	"sudoedit"	is	used	when	consulting	the	security	policy.	If	the	user	is	authorized	by	the	policy,	the	following	steps	are	taken:	1.	Temporary	copies
are	made	of	the	files	to	be	edited	with	the	owner	set	to	the	invoking	user.	2.	The	editor	specified	by	the	policy	is	run	to	edit	the	temporary	files.	The	sudoers	policy	uses	the	SUDO_EDITOR,	VISUAL	and	EDITOR	environment	variables	(in	that	order).	If	none	of	SUDO_EDITOR,	VISUAL	or	EDITOR	are	set,	the	first	program	listed	in	the	editor	sudoers(5)
option	is	used.	3.	If	they	have	been	modified,	the	temporary	files	are	copied	back	to	their	original	location	and	the	temporary	versions	are	removed.	To	help	prevent	the	editing	of	unauthorized	files,	the	following	restrictions	are	enforced	unless	explicitly	allowed	by	the	security	policy:	Symbolic	links	may	not	be	edited	(version	1.8.15	and	higher).
Symbolic	links	along	the	path	to	be	edited	are	not	followed	when	the	parent	directory	is	writable	by	the	invoking	user	unless	that	user	is	root	(version	1.8.16	and	higher).	Files	located	in	a	directory	that	is	writable	by	the	invoking	user	may	not	be	edited	unless	that	user	is	root	(version	1.8.16	and	higher).	Users	are	never	allowed	to	edit	device	special
files.	If	the	specified	file	does	not	exist,	it	will	be	created.	Unlike	most	commands	run	by	sudo,	the	editor	is	run	with	the	invoking	user's	environment	unmodified.	If	the	temporary	file	becomes	empty	after	editing,	the	user	will	be	prompted	before	it	is	installed.	If,	for	some	reason,	sudo,	is	unable	to	update	a	file	with	its	edited	version,	the	user	will
receive	a	warning	and	the	edited	copy	will	remain	in	a	temporary	file.	-g	group,	--group=group	Run	the	command	with	the	primary	group	set	to	group	instead	of	the	primary	group	specified	by	the	target	user's	password	database	entry.	The	group	may	be	either	a	group	name	or	a	numeric	group-ID	(GID)	prefixed	with	the	#	character	(e.g.,	#0	for	GID
0).	When	running	a	command	as	a	GID,	many	shells	require	that	the	#	be	escaped	with	a	backslash	(\).	If	no	-u	option	is	specified,	the	command	will	be	run	as	the	invoking	user.	In	either	case,	the	primary	group	will	be	set	to	group.	The	sudoers	policy	permits	any	of	the	target	user's	groups	to	be	specified	via	the	-g	option	as	long	as	the	-P	option	is	not
in	use.	-H,	--set-home	Request	that	the	security	policy	set	the	HOME	environment	variable	to	the	home	directory	specified	by	the	target	user's	password	database	entry.	Depending	on	the	policy,	this	may	be	the	default	behavior.	-h,	--help	Display	a	short	help	message	to	the	standard	output	and	exit.	-h	host,	--host=host	Run	the	command	on	the
specified	host	if	the	security	policy	plugin	supports	remote	commands.	The	sudoers	plugin	does	not	currently	support	running	remote	commands.	This	may	also	be	used	in	conjunction	with	the	-l	option	to	list	a	user's	privileges	for	the	remote	host.	-i,	--login	Run	the	shell	specified	by	the	target	user's	password	database	entry	as	a	login	shell.	This
means	that	login-	specific	resource	files	such	as	.profile,	.bash_profile,	or	.login	will	be	read	by	the	shell.	If	a	command	is	specified,	it	is	passed	to	the	shell	as	a	simple	command	using	the	-c	option.	The	command	and	any	args	are	concatenated,	separated	by	spaces,	after	escaping	each	character	(including	white	space)	with	a	backslash	(\)	except	for
alphanumerics,	underscores,	hyphens,	and	dollar	signs.	If	no	command	is	specified,	an	interactive	shell	is	executed.	sudo,	attempts	to	change	to	that	user's	home	directory	before	running	the	shell.	The	command	is	run	with	an	environment	similar	to	the	one	a	user	would	receive	at	log	in.	Most	shells	behave	differently	when	a	command	is	specified	as
compared	to	an	interactive	session;	consult	the	shell's	manual	for	details.	The	Command	environment	section	in	the	sudoers(5)	manual	documents	how	the	-i	option	affects	the	environment	in	which	a	command	is	run	when	the	sudoers	policy	is	in	use.	-K,	--remove-timestamp	Similar	to	the	-k	option,	except	that	it	removes	every	cached	credential	for
the	user,	regardless	of	the	terminal	or	parent	process	ID.	The	next	time	sudo,	is	run,	a	password	must	be	entered	if	the	security	policy	requires	authentication.	It	is	not	possible	to	use	the	-K	option	in	conjunction	with	a	command	or	other	option.	This	option	does	not	require	a	password.	Not	all	security	policies	support	credential	caching.	-k,	--reset-
timestamp	When	used	without	a	command,	invalidates	the	user's	cached	credentials	for	the	current	session.	The	next	time	sudo,	is	run	in	the	session,	a	password	must	be	entered	if	the	security	policy	requires	authentication.	By	default,	the	sudoers	policy	uses	a	separate	record	in	the	credential	cache	for	each	terminal	(or	parent	process	ID	if	no
terminal	is	present).	This	prevents	the	-k	option	from	interfering	with	sudo,	commands	run	in	a	different	terminal	session.	See	the	timestamp_type	option	in	sudoers(5)	for	more	information.	This	option	does	not	require	a	password,	and	was	added	to	allow	a	user	to	revoke	sudo,	permissions	from	a	.logout	file.	When	used	in	conjunction	with	a	command
or	an	option	that	may	require	a	password,	this	option	will	cause	sudo,	to	ignore	the	user's	cached	credentials.	As	a	result,	sudo,	will	prompt	for	a	password	(if	one	is	required	by	the	security	policy)	and	will	not	update	the	user's	cached	credentials.	Not	all	security	policies	support	credential	caching.	-l,	--list	If	no	command	is	specified,	list	the	privileges
for	the	invoking	user	(or	the	user	specified	by	the	-U	option)	on	the	current	host.	A	longer	list	format	is	used	if	this	option	is	specified	multiple	times	and	the	security	policy	supports	a	verbose	output	format.	If	a	command	is	specified	and	is	permitted	by	the	security	policy	for	the	invoking	user	(or	the,	user	specified	by	the	-U	option)	on	the	current
host,	the	fully-qualified	path	to	the	command	is	displayed	along	with	any	args.	If	-l	is	specified	more	than	once	(and	the	security	policy	supports	it),	the	matching	rule	is	displayed	in	a	verbose	format	along	with	the	command.	If	a	command	is	specified	but	not	allowed	by	the	policy,	sudo,	will	exit	with	a	status	value	of	1.	-N,	--no-update	Do	not	update
the	user's	cached	credentials,	even	if	the	user	successfully	authenticates.	Unlike	the	-k	flag,	existing	cached	credentials	are	used	if	they	are	valid.	To	detect	when	the	user's	cached	credentials	are	valid	(or	when	no	authentication	is	required),	the	following	can	be	used:	sudo	-Nnv	Not	all	security	policies	support	credential	caching.	-n,	--non-interactive
Avoid	prompting	the	user	for	input	of	any	kind.	If	a	password	is	required	for	the	command	to	run,	sudo,	will	display	an	error	message	and	exit.	-P,	--preserve-groups	Preserve	the	invoking	user's	group	vector	unaltered.	By	default,	the	sudoers	policy	will	initialize	the	group	vector	to	the	list	of	groups	the	target	user	is	a	member	of.	The	real	and	effective
group-IDs,	however,	are	still	set	to	match	the	target	user.	-p	prompt,	--prompt=prompt	Use	a	custom	password	prompt	with	optional	escape	sequences.	The	following	percent	(%)	escape	sequences	are	supported	by	the	sudoers	policy:	%H	expanded	to	the	host	name	including	the	domain	name	(only	if	the	machine's	host	name	is	fully	qualified	or	the
fqdn	option	is	set	in	sudoers(5))	%h	expanded	to	the	local	host	name	without	the	domain	name	%p	expanded	to	the	name	of	the	user	whose	password	is	being	requested	(respects	the	rootpw,	targetpw,	and	runaspw	flags	in	sudoers(5))	%U	expanded	to	the	login	name	of	the	user	the	command	will	be	run	as	(defaults	to	root	unless	the	-u	option	is	also
specified)	%u	expanded	to	the	invoking	user's	login	name	%%	two	consecutive	%	characters	are	collapsed	into	a	single	%	character	The	custom	prompt	will	override	the	default	prompt	specified	by	either	the	security	policy	or	the	SUDO_PROMPT	environment	variable.	On	systems	that	use	PAM,	the	custom	prompt	will	also	override	the	prompt
specified	by	a	PAM	module	unless	the	passprompt_override	flag	is	disabled	in	sudoers.	-R	directory,	--chroot=directory	Change	to	the	specified	root	directory	(see	chroot(8))	before	running	the	command.	The	security	policy	may	return	an	error	if	the	user	does	not	have	permission	to	specify	the	root	directory.	-S,	--stdin	Write	the	prompt	to	the
standard	error	and	read	the	password	from	the	standard	input	instead	of	using	the	terminal	device.	-s,	--shell	Run	the	shell	specified	by	the	SHELL	environment	variable	if	it	is	set	or	the	shell	specified	by	the	invoking	user's	password	database	entry.	If	a	command	is	specified,	it	is	passed	to	the	shell	as	a	simple	command	using	the	-c	option.	The
command	and	any	args	are	concatenated,	separated	by	spaces,	after	escaping	each	character	(including	white	space)	with	a	backslash	(\)	except	for	alphanumerics,	underscores,	hyphens,	and	dollar	signs.	If	no	command	is	specified,	an	interactive	shell	is	executed.	Most	shells	behave	differently	when	a	command	is	specified	as	compared	to	an
interactive	session;	consult	the	shell's	manual	for	details.	-U	user,	--other-user=user	Used	in	conjunction	with	the	-l	option	to	list	the	privileges	for	user	instead	of	for	the	invoking	user.	The	security	policy	may	restrict	listing	other	users'	privileges.	When	using	the	sudoers	policy,	the	-U	option	is	restricted	to	the	root	user	and	users	with	either	the	list
priviege	for	the	specified	user	or	the	ability	to	run	any	command	as	root	or	user	on	the	current	host.	-T	timeout,	--command-timeout=timeout	Used	to	set	a	timeout	for	the	command.	If	the	timeout	expires	before	the	command	has	exited,	the	command	will	be	terminated.	The	security	policy	may	restrict	the	user's	ability	to	set	timeouts.	The	sudoers
policy	requires	that	user-specified	timeouts	be	explicitly	enabled.	-u	user,	--user=user	Run	the	command	as	a	user	other	than	the	default	target	user	(usually	root).	The	user	may	be	either	a	user	name	or	a	numeric	user-ID	(UID)	prefixed	with	the	#	character	(e.g.,	#0	for	UID	0).	When	running	commands	as	a	UID,	many	shells	require	that	the	#	be
escaped	with	a	backslash	(\).	Some	security	policies	may	restrict	UIDs	to	those	listed	in	the	password	database.	The	sudoers	policy	allows	UIDs	that	are	not	in	the	password	database	as	long	as	the	targetpw	option	is	not	set.	Other	security	policies	may	not	support	this.	-V,	--version	Print	the	sudo,	version	string	as	well	as	the	version	string	of	any
configured	plugins.	If	the	invoking	user	is	already	root,	the	-V	option	will	display	the	options	passed	to	configure	when	sudo,	was	built;	plugins	may	display	additional	information	such	as	default	options.	-v,	--validate	Update	the	user's	cached	credentials,	authenticating	the	user	if	necessary.	For	the	sudoers	plugin,	this	extends	the	sudo,	timeout	for
another	5	minutes	by	default,	but	does	not	run	a	command.	Not	all	security	policies	support	cached	credentials.	--	The	--	is	used	to	delimit	the	end	of	the	sudo,	options.	Subsequent	options	are	passed	to	the	command.	Options	that	take	a	value	may	only	be	specified	once	unless	otherwise	indicated	in	the	description.	This	is	to	help	guard	against
problems	caused	by	poorly	written	scripts	that	invoke	sudo	with	user-controlled	input.	Environment	variables	to	be	set	for	the	command	may	also	be	passed	as	options	to	sudo,	in	the	form	VAR=value,	for	example	LD_LIBRARY_PATH=/usr/local/pkg/lib.	Environment	variables	may	be	subject	to	restrictions	imposed	by	the	security	policy	plugin.	The
sudoers	policy	subjects	environment	variables	passed	as	options	to	the	same	restrictions	as	existing	environment	variables	with	one	important	difference.	If	the	setenv	option	is	set	in	sudoers,	the	command	to	be	run	has	the	SETENV	tag	set	or	the	command	matched	is	ALL,	the	user	may	set	variables	that	would	otherwise	be	forbidden.	See	sudoers(5)
for	more	information.	When	sudo,	executes	a	command,	the	security	policy	specifies	the	execution	environment	for	the	command.	Typically,	the	real	and	effective	user	and	group	and	IDs	are	set	to	match	those	of	the	target	user,	as	specified	in	the	password	database,	and	the	group	vector	is	initialized	based	on	the	group	database	(unless	the	-P	option
was	specified).	The	following	parameters	may	be	specified	by	security	policy:	real	and	effective	user-ID	real	and	effective	group-ID	supplementary	group-IDs	the	environment	list	current	working	directory	file	creation	mode	mask	(umask)	scheduling	priority	(aka	nice	value)	Process	model	There	are	two	distinct	ways	sudo,	can	run	a	command.	If	an	I/O
logging	plugin	is	configured	to	log	terminal	I/O,	or	if	the	security	policy	explicitly	requests	it,	a	new	pseudo-terminal	(pty)	is	allocated	and	fork(2)	is	used	to	create	a	second	sudo,	process,	referred	to	as	the	monitor.	The	monitor	creates	a	new	terminal	session	with	itself	as	the	leader	and	the	pty	as	its	controlling	terminal,	calls	fork(2)	again,	sets	up	the
execution	environment	as	described	above,	and	then	uses	the	execve(2)	system	call	to	run	the	command	in	the	child	process.	The	monitor	exists	to	relay	job	control	signals	between	the	user's	terminal	and	the	pty	the	command	is	being	run	in.	This	makes	it	possible	to	suspend	and	resume	the	command	normally.	Without	the	monitor,	the	command
would	be	in	what	POSIX	terms	an	orphaned	process	group	and	it	would	not	receive	any	job	control	signals	from	the	kernel.	When	the	command	exits	or	is	terminated	by	a	signal,	the	monitor	passes	the	command's	exit	status	to	the	main	sudo,	process	and	exits.	After	receiving	the	command's	exit	status,	the	main	sudo,	process	passes	the	command's
exit	status	to	the	security	policy's	close	function,	as	well	as	the	close	function	of	any	configured	audit	plugin,	and	exits.	This	mode	is	the	default	for	sudo	versions	1.9.14	and	above	when	using	the	sudoers	policy.	If	no	pty	is	used,	sudo,	calls	fork(2),	sets	up	the	execution	environment	as	described	above,	and	uses	the	execve(2)	system	call	to	run	the
command	in	the	child	process.	The	main	sudo,	process	waits	until	the	command	has	completed,	then	passes	the	command's	exit	status	to	the	security	policy's	close	function,	as	well	as	the	close	function	of	any	configured	audit	plugins,	and	exits.	As	a	special	case,	if	the	policy	plugin	does	not	define	a	close	function,	sudo,	will	execute	the	command
directly	instead	of	calling	fork(2)	first.	The	sudoers	policy	plugin	will	only	define	a	close	function	when	I/O	logging	is	enabled,	a	pty	is	required,	an	SELinux	role	is	specified,	the	command	has	an	associated	timeout,	or	the	pam_session	or	pam_setcred	options	are	enabled.	Both	pam_session	and	pam_setcred	are	enabled	by	default	on	systems	using
PAM.	This	mode	is	the	default	for	sudo	versions	prior	to	1.9.14	when	using	the	sudoers	policy.	On	systems	that	use	PAM,	the	security	policy's	close	function	is	responsible	for	closing	the	PAM	session.	It	may	also	log	the	command's	exit	status.	Signal	handling	When	the	command	is	run	as	a	child	of	the	sudo,	process,	sudo,	will	relay	signals	it	receives
to	the	command.	The	SIGINT	and	SIGQUIT	signals	are	only	relayed	when	the	command	is	being	run	in	a	new	pty	or	when	the	signal	was	sent	by	a	user	process,	not	the	kernel.	This	prevents	the	command	from	receiving	SIGINT	twice	each	time	the	user	enters	control-C.	Some	signals,	such	as	SIGSTOP	and	SIGKILL,	cannot	be	caught	and	thus	will	not
be	relayed	to	the	command.	As	a	general	rule,	SIGTSTP	should	be	used	instead	of	SIGSTOP	when	you	wish	to	suspend	a	command	being	run	by	sudo,.	As	a	special	case,	sudo,	will	not	relay	signals	that	were	sent	by	the	command	it	is	running.	This	prevents	the	command	from	accidentally	killing	itself.	On	some	systems,	the	reboot(8)	utility	sends
SIGTERM	to	all	non-system	processes	other	than	itself	before	rebooting	the	system.	This	prevents	sudo,	from	relaying	the	SIGTERM	signal	it	received	back	to	reboot(8),	which	might	then	exit	before	the	system	was	actually	rebooted,	leaving	it	in	a	half-dead	state	similar	to	single	user	mode.	Note,	however,	that	this	check	only	applies	to	the	command
run	by	sudo,	and	not	any	other	processes	that	the	command	may	create.	As	a	result,	running	a	script	that	calls	reboot(8)	or	shutdown(8)	via	sudo,	may	cause	the	system	to	end	up	in	this	undefined	state	unless	the	reboot(8)	or	shutdown(8)	are	run	using	the	exec()	family	of	functions	instead	of	system()	(which	interposes	a	shell	between	the	command
and	the	calling	process).	Plugins	Plugins	may	be	specified	via	Plugin	directives	in	the	sudo.conf(5)	file.	They	may	be	loaded	as	dynamic	shared	objects	(on	systems	that	support	them),	or	compiled	directly	into	the	sudo,	binary.	If	no	sudo.conf(5)	file	is	present,	or	if	it	doesn't	contain	any	Plugin	lines,	sudo,	will	use	sudoers(5)	for	the	policy,	auditing,	and
I/O	logging	plugins.	See	the	sudo.conf(5)	manual	for	details	of	the	/etc/sudo.conf	file	and	the	sudo_plugin(5)	manual	for	more	information	about	the	sudo,	plugin	architecture.	Upon	successful	execution	of	a	command,	the	exit	status	from	sudo,	will	be	the	exit	status	of	the	program	that	was	executed.	If	the	command	terminated	due	to	receipt	of	a



signal,	sudo,	will	send	itself	the	same	signal	that	terminated	the	command.	If	the	-l	option	was	specified	without	a	command,	sudo,	will	exit	with	a	value	of	0	if	the	user	is	allowed	to	run	sudo,	and	they	authenticated	successfully	(as	required	by	the	security	policy).	If	a	command	is	specified	with	the	-l	option,	the	exit	value	will	only	be	0	if	the	command
is	permitted	by	the	security	policy,	otherwise	it	will	be	1.	If	there	is	an	authentication	failure,	a	configuration/permission	problem,	or	if	the	given	command	cannot	be	executed,	sudo,	exits	with	a	value	of	1.	In	the	latter	case,	the	error	string	is	printed	to	the	standard	error.	If	sudo,	cannot	stat(2)	one	or	more	entries	in	the	user's	PATH,	an	error	is
printed	to	the	standard	error.	(If	the	directory	does	not	exist	or	if	it	is	not	really	a	directory,	the	entry	is	ignored	and	no	error	is	printed.)	This	should	not	happen	under	normal	circumstances.	The	most	common	reason	for	stat(2)	to	return	permission	denied	is	if	you	are	running	an	automounter	and	one	of	the	directories	in	your	PATH	is	on	a	machine
that	is	currently	unreachable.	sudo,	tries	to	be	safe	when	executing	external	commands.	To	prevent	command	spoofing,	sudo,	checks	"."	and	""	(both	denoting	current	directory)	last	when	searching	for	a	command	in	the	user's	PATH	(if	one	or	both	are	in	the	PATH).	Depending	on	the	security	policy,	the	user's	PATH	environment	variable	may	be
modified,	replaced,	or	passed	unchanged	to	the	program	that	sudo,	executes.	Users	should	never	be	granted	sudo,	privileges	to	execute	files	that	are	writable	by	the	user	or	that	reside	in	a	directory	that	is	writable	by	the	user.	If	the	user	can	modify	or	replace	the	command	there	is	no	way	to	limit	what	additional	commands	they	can	run.	By	default,
sudo,	will	only	log	the	command	it	explicitly	runs.	If	a	user	runs	a	command	such	as	sudo	su	or	sudo	sh,	subsequent	commands	run	from	that	shell	are	not	subject	to	sudo's	security	policy.	The	same	is	true	for	commands	that	offer	shell	escapes	(including	most	editors).	If	I/O	logging	is	enabled,	subsequent	commands	will	have	their	input	and/or	output
logged,	but	there	will	not	be	traditional	logs	for	those	commands.	Because	of	this,	care	must	be	taken	when	giving	users	access	to	commands	via	sudo,	to	verify	that	the	command	does	not	inadvertently	give	the	user	an	effective	root	shell.	For	information	on	ways	to	address	this,	see	the	Preventing	shell	escapes	section	in	sudoers(5).	To	prevent	the
disclosure	of	potentially	sensitive	information,	sudo,	disables	core	dumps	by	default	while	it	is	executing	(they	are	re-enabled	for	the	command	that	is	run).	This	historical	practice	dates	from	a	time	when	most	operating	systems	allowed	set-user-ID	processes	to	dump	core	by	default.	To	aid	in	debugging	sudo,	crashes,	you	may	wish	to	re-enable	core
dumps	by	setting	disable_coredump	to	false	in	the	sudo.conf(5)	file	as	follows:	Set	disable_coredump	false	See	the	sudo.conf(5)	manual	for	more	information.	sudo,	utilizes	the	following	environment	variables.	The	security	policy	has	control	over	the	actual	content	of	the	command's	environment.	EDITOR	Default	editor	to	use	in	-e	(sudoedit)	mode	if
neither	SUDO_EDITOR	nor	VISUAL	is	set.	MAIL	Set	to	the	mail	spool	of	the	target	user	when	the	-i	option	is	specified,	or	when	env_reset	is	enabled	in	sudoers	(unless	MAIL	is	present	in	the	env_keep	list).	HOME	Set	to	the	home	directory	of	the	target	user	when	the	-i	or	-H	options	are	specified,	when	the	-s	option	is	specified	and	set_home	is	set	in
sudoers,	when	always_set_home	is	enabled	in	sudoers,	or	when	env_reset	is	enabled	in	sudoers	and	HOME	is	not	present	in	the	env_keep	list.	LOGNAME	Set	to	the	login	name	of	the	target	user	when	the	-i	option	is	specified,	when	the	set_logname	option	is	enabled	in	sudoers,	or	when	the	env_reset	option	is	enabled	in	sudoers	(unless	LOGNAME	is
present	in	the	env_keep	list).	PATH	May	be	overridden	by	the	security	policy.	SHELL	Used	to	determine	shell	to	run	with	-s	option.	SUDO_ASKPASS	Specifies	the	path	to	a	helper	program	used	to	read	the	password	if	no	terminal	is	available	or	if	the	-A	option	is	specified.	SUDO_COMMAND	Set	to	the	command	run	by	sudo,	including	any	args.	The
args	are	truncated	at	4096	characters	to	prevent	a	potential	execution	error.	SUDO_EDITOR	Default	editor	to	use	in	-e	(sudoedit)	mode.	SUDO_GID	Set	to	the	group-ID	of	the	user	who	invoked	sudo.	SUDO_HOME	Set	to	the	home	directory	of	the	user	who	invoked	sudo.	SUDO_PROMPT	Used	as	the	default	password	prompt	unless	the	-p	option	was
specified.	SUDO_PS1	If	set,	PS1	will	be	set	to	its	value	for	the	program	being	run.	SUDO_UID	Set	to	the	user-ID	of	the	user	who	invoked	sudo.	SUDO_USER	Set	to	the	login	name	of	the	user	who	invoked	sudo.	USER	Set	to	the	same	value	as	LOGNAME,	described	above.	VISUAL	Default	editor	to	use	in	-e	(sudoedit)	mode	if	SUDO_EDITOR	is	not	set.
/etc/sudo.conf	sudo,	front-end	configuration	The	following	examples	assume	a	properly	configured	security	policy.	To	get	a	file	listing	of	an	unreadable	directory:	$	sudo	ls	/usr/local/protected	To	list	the	home	directory	of	user	yaz	on	a	machine	where	the	file	system	holding	~yaz	is	not	exported	as	root:	$	sudo	-u	yaz	ls	~yaz	To	edit	the	index.html	file
as	user	www:	$	sudoedit	-u	www	~www/htdocs/index.html	To	view	system	logs	only	accessible	to	root	and	users	in	the	adm	group:	$	sudo	-g	adm	more	/var/log/syslog	To	run	an	editor	as	jim	with	a	different	primary	group:	$	sudoedit	-u	jim	-g	audio	~jim/sound.txt	To	shut	down	a	machine:	$	sudo	shutdown	-r	+15	"quick	reboot"	To	make	a	usage	listing
of	the	directories	in	the	/home	partition.	The	commands	are	run	in	a	sub-shell	to	allow	the	cd	command	and	file	redirection	to	work.	$	sudo	sh	-c	"cd	/home	;	du	-s	*	|	sort	-rn	>	USAGE"	Error	messages	produced	by	sudo,	include:	editing	files	in	a	writable	directory	is	not	permitted	By	default,	sudoedit	does	not	permit	editing	a	file	when	any	of	the
parent	directories	are	writable	by	the	invoking	user.	This	avoids	a	race	condition	that	could	allow	the	user	to	overwrite	an	arbitrary	file.	See	the	sudoedit_checkdir	option	in	sudoers(5)	for	more	information.	editing	symbolic	links	is	not	permitted	By	default,	sudoedit	does	not	follow	symbolic	links	when	opening	files.	See	the	sudoedit_follow	option	in
sudoers(5)	for	more	information.	effective	uid	is	not	0,	is	sudo	installed	setuid	root?	sudo,	was	not	run	with	root	privileges.	The	sudo,	binary	must	be	owned	by	the	root	user	and	have	the	set-user-ID	bit	set.	Also,	it	must	not	be	located	on	a	file	system	mounted	with	the	nosuid	option	or	on	an	NFS	file	system	that	maps	uid	0	to	an	unprivileged	uid.
effective	uid	is	not	0,	is	sudo	on	a	file	system	with	the	'nosuid'	option	set	or	an	NFS	file	system	without	root	privileges?	sudo,	was	not	run	with	root	privileges.	The	sudo,	binary	has	the	proper	owner	and	permissions	but	it	still	did	not	run	with	root	privileges.	The	most	common	reason	for	this	is	that	the	file	system	the	sudo,	binary	is	located	on	is
mounted	with	the	nosuid	option	or	it	is	an	NFS	file	system	that	maps	uid	0	to	an	unprivileged	uid.	fatal	error,	unable	to	load	plugins	An	error	occurred	while	loading	or	initializing	the	plugins	specified	in	sudo.conf(5).	invalid	environment	variable	name	One	or	more	environment	variable	names	specified	via	the	-E	option	contained	an	equal	sign	(=).
The	arguments	to	the	-E	option	should	be	environment	variable	names	without	an	associated	value.	no	password	was	provided	When	sudo,	tried	to	read	the	password,	it	did	not	receive	any	characters.	This	may	happen	if	no	terminal	is	available	(or	the	-S	option	is	specified)	and	the	standard	input	has	been	redirected	from	/dev/null.	a	terminal	is
required	to	read	the	password	sudo,	needs	to	read	the	password	but	there	is	no	mechanism	available	for	it	to	do	so.	Remote	commands	run	via	ssh(1)	do	not	have	a	terminal	available	by	default;	passing	the	-t	option	to	ssh(1)	will	cause	it	to	allocate	a	terminal	which	should	allow	sudo,	to	read	the	password.	To	allow	sudo,	to	run	local	commands
without	a	terminal,	the	-S	option	can	be	used	to	read	a	password	from	the	standard	input,	or	an	askpass	helper	can	be	configured	via	either	the	sudo.conf(5)	file	or	by	setting	the	SUDO_ASKPASS	environment	variable.	no	writable	temporary	directory	found	sudoedit	was	unable	to	find	a	usable	temporary	directory	in	which	to	store	its	intermediate
files.	The	no	new	privileges	flag	is	set,	which	prevents	sudo	from	running	as	root.	sudo,	was	run	by	a	process	that	has	the	Linux	no	new	privileges	flag	is	set.	This	causes	the	set-user-ID	bit	to	be	ignored	when	running	an	executable,	which	will	prevent	sudo,	from	functioning.	The	most	likely	cause	for	this	is	running	sudo,	within	a	container	that	sets
this	flag.	Check	the	documentation	to	see	if	it	is	possible	to	configure	the	container	such	that	the	flag	is	not	set.	sudo	must	be	owned	by	uid	0	and	have	the	setuid	bit	set	sudo,	was	not	run	with	root	privileges.	The	sudo,	binary	does	not	have	the	correct	owner	or	permissions.	It	must	be	owned	by	the	root	user	and	have	the	set-user-ID	bit	set.	sudoedit	is
not	supported	on	this	platform	It	is	only	possible	to	run	sudoedit	on	systems	that	support	setting	the	effective	user-ID.	timed	out	reading	password	The	user	did	not	enter	a	password	before	the	password	timeout	(5	minutes	by	default)	expired.	you	do	not	exist	in	the	passwd	database	Your	user-ID	does	not	appear	in	the	system	passwd	database.	you
may	not	specify	environment	variables	in	edit	mode	It	is	only	possible	to	specify	environment	variables	when	running	a	command.	When	editing	a	file,	the	editor	is	run	with	the	user's	environment	unmodified.	su(1),	stat(2),	login_cap(3),	passwd(5),	sudo.conf(5),	sudo_plugin(5),	sudoers(5),	sudoers_timestamp(5),	sudoreplay(8),	visudo(8)	See	the
HISTORY.md	file	in	the	sudo,	distribution	(	for	a	brief	history	of	sudo.	Many	people	have	worked	on	sudo,	over	the	years;	this	version	consists	of	code	written	primarily	by:	Todd	C.	Miller	See	the	CONTRIBUTORS.md	file	in	the	sudo,	distribution	(	for	an	exhaustive	list	of	people	who	have	contributed	to	sudo,.	There	is	no	easy	way	to	prevent	a	user
from	gaining	a	root	shell	if	that	user	is	allowed	to	run	arbitrary	commands	via	sudo,.	Also,	many	programs	(such	as	editors)	allow	the	user	to	run	commands	via	shell	escapes,	thus	avoiding	sudo's	checks.	However,	on	most	systems	it	is	possible	to	prevent	shell	escapes	with	the	sudoers(5)	plugin's	noexec	functionality.	It	is	not	meaningful	to	run	the	cd
command	directly	via	sudo,	e.g.,	$	sudo	cd	/usr/local/protected	since	when	the	command	exits	the	parent	process	(your	shell)	will	still	be	the	same.	The	-D	option	can	be	used	to	run	a	command	in	a	specific	directory.	Running	shell	scripts	via	sudo,	can	expose	the	same	kernel	bugs	that	make	set-user-ID	shell	scripts	unsafe	on	some	operating	systems
(if	your	OS	has	a	/dev/fd/	directory,	set-user-ID	shell	scripts	are	generally	safe).	If	you	believe	you	have	found	a	bug	in	sudo,,	you	can	either	file	a	bug	report	in	the	sudo	bug	database,	or	open	an	issue	at	.	If	you	would	prefer	to	use	email,	messages	may	be	sent	to	the	sudo-workers	mailing	list,	(public)	or	(private).	Please	not	report	security
vulnerabilities	through	public	GitHub	issues,	Bugzilla	or	mailing	lists.	Instead,	report	them	via	email	to	.	You	may	encrypt	your	message	with	PGP	if	you	would	like,	using	the	key	found	at	.	Limited	free	support	is	available	via	the	sudo-users	mailing	list,	see	to	subscribe	or	search	the	archives.	sudo,	is	provided	AS	IS	and	any	express	or	implied
warranties,	including,	but	not	limited	to,	the	implied	warranties	of	merchantability	and	fitness	for	a	particular	purpose	are	disclaimed.	See	the	LICENSE.md	file	distributed	with	sudo,	or	for	complete	details.	This	page	is	part	of	the	sudo	(execute	a	command	as	another	user)	project.	Information	about	the	project	can	be	found	at	.	If	you	have	a	bug
report	for	this	manual	page,	see	.	This	page	was	obtained	from	the	project's	upstream	Git	repository	on	2025-02-02.	(At	that	time,	the	date	of	the	most	recent	commit	that	was	found	in	the	repository	was	2025-01-21.)	If	you	discover	any	rendering	problems	in	this	HTML	version	of	the	page,	or	you	believe	there	is	a	better	or	more	up-to-date	source	for
the	page,	or	you	have	corrections	or	improvements	to	the	information	in	this	COLOPHON	(which	is	not	part	of	the	original	manual	page),	send	a	mail	to	man-pages@man7.org	Pages	that	refer	to	this	page:	homectl(1),	importctl(1),	journalctl(1),	localectl(1),	loginctl(1),	machinectl(1),	portablectl(1),	run0(1),	setpriv(1),	systemctl(1),	systemd(1),	systemd-
analyze(1),	systemd-inhibit(1),	systemd-nspawn(1),	systemd-vmspawn(1),	timedatectl(1),	updatectl(1),	userdbctl(1),	nsswitch.conf(5),	credentials(7),	systemd-tmpfiles(8)	sudo	(Super	User	DO)	command	in	Linux	is	generally	used	as	a	prefix	for	some	commands	that	only	superusers	are	allowed	to	run.	If	you	prefix	any	command	with	"sudo",	it	will	run
that	command	with	elevated	privileges	or	in	other	words	allow	a	user	with	proper	permissions	to	execute	a	command	as	another	user,	such	as	the	superuser.	This	is	the	equivalent	of	the	"run	as	administrator"	option	in	Windows.	The	option	of	sudo	lets	us	have	multiple	administrators.	These	users	who	can	use	the	sudo	command	need	to	have	an	entry
in	the	sudoers	file	located	at	"/etc/sudoers".	Remember	that	to	edit	or	view	the	sudoers	file	you	have	to	use	the	sudo	command.	To	edit	the	sudoers	file	it	is	recommended	to	use	the	"visudo"	command.	By	default,	sudo	requires	that	users	authenticate	themselves	with	a	password	that	is	the	user's	password,	not	the	root	password	itself.	Syntax	for	sudo
command:sudo	-V	|	-h	|	-l	|	-v	|	-k	|	-K	|	-s	|	[	-H	]	[-P	]	[-S	]	[	-b	]	|[	-p	prompt	]	[	-c	class|-	]	[	-a	auth_type	]	[-r	role	]	[-t	type	][	-u	username|#uid	]	commandOptions	Available	in	the	sudo	commandOptions	DescriptionSyntax-VThe	-V	(version)	option	causes	sudo	to	print	the	version	number	and	exit.	If	the	invoking	user	is	already	root,	the	-V	option	will	print
out	a	list	of	the	defaults	sudo	was	compiled	with.sudo	-V-lThe	-l	(list)	option	will	print	out	the	commands	allowed	(and	forbidden)	the	user	on	the	current	host.sudo	-l-h	or	--helpThe	-h	(help)	option	causes	sudo	to	print	a	usage	message	and	exit.sudo	-h-vIf,	given	the	-v	(validate)	option,	sudo	will	update	the	user's	timestamp,	prompting	for	the	user's
password	if	necessary.	This	extends	the	sudo	timeout	for	another	5	minutes	(or	as	given	in	sudoers)	but	does	not	run	a	command.	This	does	not	give	any	output.sudo	-v-kThe	-k	(kill)	option	to	sudo	invalidates	the	user's	timestamp.	So,	the	next	time	sudo	is	run	a	password	will	be	required.	This	option	does	not	require	a	password	and	was	added	to	allow
a	user	to	revoke	sudo	permissions	from	a	logout	file.sudo	-k-KSimilar	to	the	-k	option,	the	-K	(sure	kill)	option	is	used	to	remove	the	user's	timestamp	entirely.	Likewise,	this	option	does	not	require	a	password.sudo	-K-bThe	-b	(background)	option	tells	sudo	to	run	the	given	command	in	the	background.	Note	that	if	you	use	the	-b	option	you	cannot	use
shell	job	control	to	manipulate	the	process.sudo	-b	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-pthe	sudo	-p	prompt	command	allows	you	to	customize	the	password	prompt	that	sudo	displays	when	it	requests	the	user's	password.	By	default,	sudo	will	display	a	generic	password	prompt	that	looks	likesudo	-p
"Enter	your	password"	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-nThe	-n	option	allows	sudo	to	execute	a	command	without	prompting	for	a	password.	This	option	is	useful	when	running	sudo	commands	as	background	jobs	or	in	a	shell	script.	The	-n	option	stands	for	non-interactive.sudo	-n	[command]
(replace	"command"	with	the	command	you	want	run	in	the	background)	-uThe	-u	option	causes	sudo	to	run	the	specified	command	as	a	user	other	than	root.	To	specify	a	UID	instead	of	a	username,	use	#uid.sudo	-u	[user]	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-sThe	-s	option	runs	the	shell	specified	by
the	SHELL	environment	variable	if	it	is	set	or	the	shell	as	specified	in	the	file	passwd.sudo	-s	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-HThe	-H	option	sets	the	HOME	environment	variable	to	the	home	directory	of	the	target	user	(root	by	default)	as	specified	in	passwd.	By	default,	sudo	does	not	modify
HOME.sudo	-H	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-SThe	-S	option	causes	sudo	to	read	the	password	from	standard	input	instead	of	the	terminal	device.sudo	-S	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	-aThe	-a	option	causes	sudo	to	use	the	specified
authentication	type	when	validating	the	user,	as	allowed	by	/etc/login.conf.	The	system	administrator	may	specify	a	list	of	sudo-specific	authentication	methods	by	adding	an	"auth-sudo"	entry	in	/etc/login.conf.sudo	-a	[auth-type]	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	--The	--	flag	indicates	that	sudo	should
stop	processing	command	line	arguments.	It	is	most	useful	in	conjunction	with	the	-s	flag.sudo	--	[command](replace	"command"	with	the	command	you	want	run	in	the	background)	The	output	of	few	commands1.	-V:	The	-V	(version)	option	causes	sudo	to	print	the	version	number	and	exit.	If	the	invoking	user	is	already	root,	the	-V	option	will	print	out
a	list	of	the	defaults	sudo	was	compiled	with.	sudo	-V2.	-l:	The	-l	(list)	option	will	print	out	the	commands	allowed	(and	forbidden)	the	user	on	the	current	host.	sudo	-l3.	-h	or	--help:	The	-h	(help)	option	causes	sudo	to	print	a	usage	message	and	exit.	sudo	-hEnvironment	VariablesThese	environment	variables	are	used	by	sudo
TagDescriptionEDITORDefault	editor	to	use	in	-e	(sudoedit)	mode	if	VISUAL	is	not	setHOMEIn	-s	or	-H	mode	(or	if	sudo	was	configured	with	the--enable-shell-sets-home	option),	set	to	homedir	of	the	target	userPATHSet	to	a	sane	value	if	the	secure_path	sudoers	option	is	set.SHELLUsed	to	determine	shell	to	run	with	-s	optionSUDO_PROMPTUsed	as
the	default	password	promptSUDO_COMMANDSet	to	the	command	run	by	sudoSUDO_USERSet	to	the	login	of	the	user	who	invoked	sudoSUDO_UIDSet	to	the	uid	of	the	user	who	invoked	sudoSUDO_GIDSet	to	the	gid	of	the	user	who	invoked	sudoSUDO_PS1If	set,	PS1	will	be	set	to	its	valueUSERSet	to	the	target	user	(root	unless	the	-u	option	is
specified)VISUALDefault	editor	to	use	in	-e	(sudoedit)	modeConclusionIn	Linux,	the	sudo	command	acts	like	a	magic	key	that	unlocks	special	powers,	letting	you	do	important	tasks	that	usually	only	the	superuser	can	do.	It's	a	way	of	asking	for	permission	to	carry	out	commands	with	elevated	privileges,	like	installing	software	or	changing	system
settings.	You	use	sudo	before	a	command	to	show	you're	allowed	to	run	it	as	the	superuser.	To	use	sudo,	you	usually	need	to	type	your	own	password	to	prove	it's	really	you	doing	it,	not	someone	else.	Remember,	sudo	is	powerful,	so	use	it	carefully!	It	can	change	important	stuff	on	your	computer.	By	understanding	sudo	and	its	options,	you	can	use
Linux	more	effectively	and	safely.	Sudo	(su	do)	allows	a	system	administrator	to	delegate	authorityto	give	certain	users	(or	groups	of	users)	the	ability	to	run	some(or	all)	commands	as	root	or	another	user	while	providing	an	audittrail	of	the	commands	and	their	arguments.For	more	information,	see	the	introduction	to	Sudo.Sudo	is	free	software,
distributed	under	anISC-style	license.	The	current	stable	release	issudo	1.9.17p2,released	on	July	26,	2025.The	current	legacy	release	issudo	1.8.32,released	on	February	9,	2021.The	current	development	release	issudo	1.9.17rc1,released	on	June	9,	2025.See	the	packages	page	for	a	list	ofbinary	packages.	[2025-07-26]Sudo	version	1.9.17p2
released.Major	changes	in	sudo	1.9.17p2.[2025-06-30]Sudo	version	1.9.17p1	released.Major	changes	in	sudo	1.9.17p1.This	version	fixes	asecurity	issue(CVE-2025-32462)which	could	allow	a	user	to	run	commands	intended	for	a	specifichost	on	the	current	host.This	version	fixes	asecurity	issue	(CVE-2025-32463)which	could	allow	a	user	to	run
arbitrary	commands	as	root,	evenif	they	are	not	listed	in	the	sudoers	file.[2025-06-21]Sudo	version	1.9.17	released.Major	changes	in	sudo	1.9.17.[2025-06-09]Sudo	version	1.9.17rc1	released.Major	changes	in	sudo	1.9.17rc1.[2024-11-25]Sudo	version	1.9.16p2	released.Major	changes	in	sudo	1.9.16p2.[2024-11-12]Sudo	version	1.9.16p1
released.Major	changes	in	sudo	1.9.16p1.[2024-09-01]Sudo	version	1.9.16	released.Major	changes	in	sudo	1.9.16.[2024-08-15]Sudo	version	1.9.16rc2	released.Major	changes	in	sudo	1.9.16rc2.[2024-07-28]Sudo	version	1.9.16rc1	released.Major	changes	in	sudo	1.9.16rc1.[2024-07-07]Sudo	version	1.9.16b2	released.Major	changes	in	sudo	1.9.16b2.
[2024-06-16]Sudo	version	1.9.16b1	released.Major	changes	in	sudo	1.9.16b1.[2023-12-30]Sudo	version	1.9.15p5	released.Major	changes	in	sudo	1.9.15p5.[2023-12-15]Sudo	version	1.9.15p4	released.Major	changes	in	sudo	1.9.15p4.[2023-12-13]Sudo	version	1.9.15p3	released.Major	changes	in	sudo	1.9.15p3.[2023-11-09]Sudo	version	1.9.15p2
released.Major	changes	in	sudo	1.9.15p2.[2023-11-07]Sudo	version	1.9.15p1	released.Major	changes	in	sudo	1.9.15p1.[2023-11-06]Sudo	version	1.9.15	released.Major	changes	in	sudo	1.9.15.[2023-11-02]Sudo	version	1.9.15rc3	released.Major	changes	in	sudo	1.9.15rc3.[2023-10-31]Sudo	version	1.9.15rc2	released.Major	changes	in	sudo	1.9.15rc2.
[2023-10-30]Sudo	version	1.9.15rc1	released.Major	changes	in	sudo	1.9.15rc1.[2023-10-23]Sudo	version	1.9.15b2	released.Major	changes	in	sudo	1.9.15b2.[2023-10-19]Sudo	version	1.9.15b1	released.Major	changes	in	sudo	1.9.15b1.[2023-07-24]Sudo	version	1.9.14p3	released.Major	changes	in	sudo	1.9.14p3.[2023-07-16]Sudo	version	1.9.14p2
released.Major	changes	in	sudo	1.9.14p2.[2023-07-11]Sudo	version	1.9.14p1	released.Major	changes	in	sudo	1.9.14p1.[2023-06-27]Sudo	version	1.9.14	released.Major	changes	in	sudo	1.9.14.[2023-06-23]Sudo	version	1.9.14rc1	released.Major	changes	in	sudo	1.9.14rc1.[2023-06-14]Sudo	version	1.9.14b2	released.Major	changes	in	sudo	1.9.14b2.
[2023-06-07]Sudo	version	1.9.14b1	released.Major	changes	in	sudo	1.9.14b1.[2023-03-06]Sudo	version	1.9.13p3	released.Major	changes	in	sudo	1.9.13p3.[2023-02-27]Sudo	version	1.9.13p2	released.Major	changes	in	sudo	1.9.13p2.[2023-02-17]Sudo	version	1.9.13p1	released.Major	changes	in	sudo	1.9.13p1.[2023-02-14]Sudo	version	1.9.13
released.Major	changes	in	sudo	1.9.13.[2023-02-10]Sudo	version	1.9.13rc1	released.Major	changes	in	sudo	1.9.13rc1.[2023-02-03]Sudo	version	1.9.13b4	released.Major	changes	in	sudo	1.9.13b4.[2023-01-30]Sudo	version	1.9.13b3	released.Major	changes	in	sudo	1.9.13b3.[2023-01-25]Sudo	version	1.9.13b2	released.Major	changes	in	sudo	1.9.13b2.
[2023-01-24]Sudo	version	1.9.13b1	released.Major	changes	in	sudo	1.9.13b1.[2023-01-18]Sudo	version	1.9.12p2	released.Major	changes	in	sudo	1.9.12p2.This	version	fixes	CVE-2023-22809	which	could	allow	a	malicious	user	with	sudoedit	privileges	to	edit	arbitrary	files.[2022-11-04]Sudo	version	1.9.12p1	released.Major	changes	in	sudo	1.9.12p1.
[2022-10-23]Sudo	version	1.9.12	released.Major	changes	in	sudo	1.9.12.[2022-10-20]Sudo	version	1.9.12rc3	released.Major	changes	in	sudo	1.9.12rc3.[2022-10-19]Sudo	version	1.9.12rc2	released.Major	changes	in	sudo	1.9.12rc2.[2022-10-14]Sudo	version	1.9.12rc1	released.Major	changes	in	sudo	1.9.12rc1.[2022-10-10]Sudo	version	1.9.12b2
released.Major	changes	in	sudo	1.9.12b2.[2022-10-07]Sudo	version	1.9.12b1	released.Major	changes	in	sudo	1.9.12b1.[2022-08-24]7	sudo	myths	debunked,	an	article	by	Peter	Czanik	at	opensource.com,	addresses	some	common	sudo	misconceptions.[2022-07-06]Peter	Czanik	presentedSudo	logs	for	Blue	Teamersat	Pass	the	SALT	2022.Video	of	the
presentation	and	slides	are	available.[2022-06-21]Sudo	version	1.9.11p3	released.Major	changes	in	sudo	1.9.11p3.[2022-06-12]Sudo	version	1.9.11p2	released.Major	changes	in	sudo	1.9.11p2.[2022-06-08]Sudo	version	1.9.11p1	released.Major	changes	in	sudo	1.9.11p1.[2022-06-06]Sudo	version	1.9.11	released.Major	changes	in	sudo	1.9.11.[2022-06-
03]Peter	Czanik	presentedSudo	1.9+:	watch	and	control	your	blind	spotsat	the	openSUSE	Conference	2022.	Video	of	the	presentation	will	be	available	at	a	later	date.[2022-03-03]Sudo	version	1.9.10	released.Major	changes	in	sudo	1.9.10.[2022-02-23]5	new	sudo	features	sysadmins	need	to	know	in	2022,	an	article	by	Peter	Czanik	atopensource.com,
highlights	new	sudo	features	that	allow	you	to	watch	and	control	previously	hidden	problem	areas.[2022-01-28]Sudo	version	1.9.9	released.Major	changes	in	sudo	1.9.9.[2021-12-06]The	Sudo	web	site	has	been	given	a	facelift.It	is	now	built	using	hugo	with	thegeekdoc	theme.The	sudo	blog	has	been	incorporated	into	the	main	site.[2021-09-21]Sudo
version	1.9.8p2	released.Major	changes	in	sudo	1.9.8p2.[2021-09-16]Sudo	version	1.9.8p1	released.Major	changes	in	sudo	1.9.8p1.[2021-09-13]Sudo	version	1.9.8	released.Major	changes	in	sudo	1.9.8.[2021-07-27]Sudo	version	1.9.7p2	released.Major	changes	in	sudo	1.9.7p2.[2021-06-11]Sudo	version	1.9.7p1	released.Major	changes	in	sudo	1.9.7p1.
[2021-05-12]Sudo	version	1.9.7	released.Major	changes	in	sudo	1.9.7.[2021-03-15]Sudo	version	1.9.6p1	released.Major	changes	in	sudo	1.9.6p1.[2021-03-13]Sudo	version	1.9.6	released.Major	changes	in	sudo	1.9.6.[2021-02-09]Sudo	version	1.8.32	released.Major	changes	in	sudo	1.8.32.This	version	fixes	CVE-2021-3156	(also	known	as	Baron
Samedit)	whichcould	allow	an	attacker	to	obtain	root	privileges	even	if	theyare	not	listed	in	the	sudoers	file.[2021-01-26]Sudo	version	1.9.5p2	released.Major	changes	in	sudo	1.9.5p2.This	version	fixes	CVE-2021-3156	(also	known	as	Baron	Samedit)	whichcould	allow	an	attacker	to	obtain	root	privileges	even	if	theyare	not	listed	in	the	sudoers	file.
[2021-01-11]Sudo	version	1.9.5p1	released.Major	changes	in	sudo	1.9.5p1.[2021-01-11]Sudo	version	1.9.5	released.Major	changes	in	sudo	1.9.5.This	version	fixes	a	potentialsecurity	issuein	sudoedit	when	sudo	is	built	with	SELinux	support	such	that	auser	may	be	able	to	set	the	owner	of	an	arbitrary	file	to	thatof	the	target	user	(e.g.	root).	
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