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BUG	AR/QCA	MAC	BUG	Flash	BUG	[2015-06-04	r623]	[2015-06-03	r615]	AR7242	+	RTL8367R	(TL-WR2543ND	)	AR/QCA	SPI	BUG	BUG	[2015-06-01	r610]	AR7240/AR7241	(AR7242	)	MT7620	BUG	()	[2015-05-27	r599]	AR9342/AR9344	AR8035	()	AR/QCA	Flash	[2015-05-13	r585]	AR9341	AR9342	+	AR8327	(TP-LINK	TL-WR1041N	v2	)	[2015-05-12
r576]	AR9331	breed	LED	TP9343	QCA9558	+	AR8327N	()	(HC6361)	TP-LINK	[2015-05-07	r547]	QCA9558	+	AR8236	()	AR9331	Firefox	[2015-05-04	r531]	[2015-05-03	r527]	AR9344	+	AR8327N	MW4530R	[2015-04-29	r520]	(HC5861)	LAN	[2015-04-28	r515]	PCIP	[2015-04-26	r511]	AR9344	MT7620	RippleOS	Linux	IP	[2015-04-07	r446]	(HC5761)
MT7620	CPU	580MHz	[2015-04-06	r433]	256MB	BUG	Y1S	(newifi)	FIR300M/302M	[2015-04-04	r425]	Mini	(6)	Mini	[2015-04-03	r419]	32M	Flash	()	[2015-04-02	r411]	[2015-03-31	r408]	(	Q7)LED	[2015-03-30	r396]	Mini	Breed	[2015-03-30	r393]	GPIO#26	(	Q7	3G	)	MT7620	btntst	[2015-03-29	r389]	(Y1	Y1S	RY-1	)	PandoraBox	Buffalo	WHR-1166DHP
PandoraBox	U-Boot	[2015-03-24	r372]	[2015-03-24	r353]	[2015-03-23	r346]	LED	GPIO	BUG	MT7620	/cgi-bin/luci	Buffalo	WHR-1166DHP	()	[2015-03-21	r323]	()	|	3#	|	2015-3-21	22:38	|	hackpascal	2018-8-5	18:09	[breed-ar724x.bin]	TP-LINK	TL-WR740N	v1/v2/v3TP-LINK	TL-WR740N	v4	()TP-LINK	TL-WR741N	v1/v2/v3TP-LINK	TL-WR841N	v5TP-LINK
TL-WR940N	v1TP-LINK	TL-WR941N	v4TP-LINK	TL-WR941N	v5TP-LINK	TL-WA801N	v1TP-LINK	TL-MR3220	v1TP-LINK	TL-MR3420	v1TP-LINK	TL-WR840N	v1TP-LINK	TL-WR841N	v7TP-LINK	TL-WR842N	v1UBNT	[breed-ar9331.bin]	TP-LINK	TL-MR11UTP-LINK	TL-MR13UTP-LINK	TL-MR3020	v1TP-LINK	TL-MR3040	v1/v2TP-LINK	TL-MR3220
v2TP-LINK	TL-WR340G+	v7	TP-LINK	TL-WR700N	TP-LINK	TL-WR702N	TP-LINK	TL-WR703NTP-LINK	TL-WR740N	v4	()TP-LINK	TL-WR740N	v5/v6/v7TP-LINK	TL-WR741N	v4TP-LINK	TL-WR742N	v5/v6	TP-LINK	TL-WR743N	v2TP-LINK	TL-WR745N	v2	[breed-ar9331-pisen.bin]	(WMM003N)	(WPR001N)	[breed-ar9331-wr710n.bin]	TP-LINK	TL-
WR710NTP-LINK	TL-WR720N	v3	[breed-ar913x.bin]	TP-LINK	TL-WR941N	v1/v2/v3TP-LINK	TL-WR841N	v3	[breed-ar9341.bin]	TP-LINK	TL-MR3420	v2TP-LINK	TL-WR841N	v8TP-LINK	TL-WR842N	v2TP-LINK	TL-WR843NTP-LINK	TL-WR847N	v3TP-LINK	TL-WR940N	v2	[breed-ar9344.bin]TP-LINK	TL-WDR3300TP-LINK	TL-WDR3500TP-LINK	TL-
WDR5300TP-LINK	TL-WDR6300	v2	MAC1200R	[breed-ar9344-ar8327n.bin]	TP-LINK	TL-WDR3310TP-LINK	TL-WDR3600TP-LINK	TL-WDR4300/4310/4320	[breed-qca953x.bin]	TP-LINK	TL-WR802N	v1TP-LINK	TL-WR820NTP-LINK	TL-WR841N	v9/v10/v11TP-LINK	TL-WR842N	v4	MW300R	v10	MW305R	v3	MW305R	v5	MW316R	v1	FR300R	v9	[breed-
qca9558-ar8236.bin]	TP-LINK	TL-WR941N	v7TP-LINK	TL-WR881N	v1	FW450R	v1	MW450R	v1	[breed-qca9558-ar8327n.bin]	TP-LINK	Archer	C5TP-LINK	Archer	C7	v1/v2TP-LINK	TL-WDR4900TP-LINK	TL-WDR7500	v2/v3	[breed-tp9343.bin]	TP-LINK	TL-WR880N	v3TP-LINK	TL-WR882N	v1TP-LINK	TL-WR885N	v1TP-LINK	TL-WR886N	v2/v3TP-LINK
TL-WR941N	v8TP-LINK	TL-WR2041N	v3	MW450R	v2	FW450R	v2	Flash	SPI	NOR	Flash	[]	Flash	()	Flash	4M8M16M32MAtmelAT25DF321	AT25DF321AAT25DF641	EON	(cFeon)EN25F32	EN25P32	EN25Q32	EN25QA32	EN25QH32EN25P64	EN25Q64	EN25QA64	EN25QH64EN25Q128	EN25QH128EN25QH256ESMTF25L32PA
F25L32QAF25L64QAF25L128QA	GigaDeviceGD25Q32GD25Q64GD25Q128GD25Q256Intel25F320S3325F640S33	ISSIIS25LP032IS25LP064IS25LP128IS25LP256MacronixMX25L3205D	MX25L3235E	MX25L3255E	MX25L3239E	MX25L3236DMX25L6405D	MX25L6435E	MX25L6455E	MX25L6439EMX25L12805D	MX25L12835E
MX25L12855EMX25L25635E	MX25L25655EMicronM25P32	M25PX32	N25Q032AM25P64	M25PX64	N25Q064AN25Q128A13	N25Q128A11N25Q256APMCPM25LQ032	SSTSST25VF032B	SST26VF032	SST26VF032BSST25VF064C	SST26VF064BSpansionS25FL032A	S25FL132K	S25SL032K	*S25FL064A	S25FL164K	S25FL064L	S25SL064K
**S25SL128P1	S25SL128S1	S25FL128L	S25SL128K	***S25FL256S1	S25FL256LWinbondW25X32	W25Q32	W25Q32JV-DTRW25X64	W25Q64	W25Q64JV-DTRW25Q128	W25Q128JV-DTRW25Q256	W25Q256JV-DTRXMCXM25QH32BXM25QH64AXM25QH128AXM25QH256B	XM25QU256B	*	S25SL032K	W25Q32	**	S25SL064K	W25Q64	***	S25SL128K
W25Q128	Micron	M25P128	Spansion	S25SL128P0	Spansion	S25SL128S0	Spansion	S25FL256S0	Spansion	S25FL512S	Spansion	S70FL01GS	Macronix	MX25L3245E	Macronix	MX25L6445E	Macronix	MX25L12845E	Macronix	MX25L25645E	SPI	NAND	Flash	[]	ONFI	Flash	128M256M512MATOATO25D1GA	ESMTF50D1G41LB	F50L1G41LB
GigaDeviceGD5F1GQ4UA	GD5F1GQ4RA	GD5F1GQ4UB	GD5F1GQ4RB	GD5F1GQ4UC	GD5F1GQ4RCGD5F2GQ4UA	GD5F2GQ4RA	GD5F2GQ4UB	GD5F2GQ4RB	GD5F2GQ4UC	GD5F2GQ4RCGD5F4GQ4UA	GD5F4GQ4RA	GD5F4GQ4UB	GD5F4GQ4RB	GD5F4GQ4UC	GD5F4GQ4RCISSIIS37SML01G1	MacronixMX35LF1GE4ABMX35LF2GE4AB
MX35LF2G14AC	MicronMT29F1G01ABAFD	MT29F1G01ABBFDMT29F2G01AAAED	MT29F2G01ABAGD	MT29F2G01ABBGDMT29F4G01AAADD	MT29F4G01ADAGDWinbondW25N01GV	W25N01GWW25M02GV	W25M02GW	Parallel	NOR	Flash	[]	NOR	Flash	CFI	Flash	4M8M16MAMDAM29F032B	AM29AL032D	AM29DL320GAM29LV640D
AM29LV128MAMICA29L320A	AtmelAT49BV320C	AT49BV320D	AT49BV3218	AT49BV322AAT49BV640D	AT49BV6416	AT49BV642D	EON	(cFeon)EN29LV320	EN29LV640EN29GL128FujitsuMBM29LV320MBM29LV650	IntelI28F320B3I28F640B3	I28F640C3ISSIIS29LV032	MacronixMX29LV320	MX29GA320E	MX29GL320E
MX29NS320EMX29LV640	MX29GL640E	MX29LA640E	MX29NS640EMX29GL128	MX29NS128EMicron/NumonyxM29F032D	M28W320FC	M29W320D	M29W320E	M29DW323D	M58WR032K	JS28F320J3M29W640HC	M58WR064K	M29W640G	JS28F640P33	JS28F640J3	JS28F640P30M29W128G	M29DW127G	M29DW128G	MT28EW128ABA
JS28F128P33	JS28F128J3	JS28F128P30NECuPD29F064115SharpLH28F320S3NS	LH28F320BFHE	LH28F320SKTD	LH28F320S5	LH28F320BJELH28F640BFHE	LH28F640BFHB	LH28F640BFHG	LH28F640SPLH28F128SP	LH28F128BFSSTSST39VF3201	SST39VF3202SST38VF6401	SST38VF6402	SST38VF6403	SST38VF6404	SST39VF6401B
SST39VF6402BSpansionS29AL032D	S29CD032G	S29PL032J	S29GL032N	S29JL032S29JL064	S29PL064J	S29GL064S29PL127J	S29PL129J	S29GL128ToshibaTC58FVB321	TC58FVT321TC58FVB641	TC58FVT641	WinbondW29GL032CW29GL064CW29GL128C	W29GL128S	()	|	4#	|	2015-3-21	22:38	|	hackpascal	2018-12-29	18:47	Breed	Breed	[	Breed	]
(TTL)	Press	any	key	to	interrupt	autoboot	...	Breed	BreedEnter.exe	Breed	telnet	Breed	(CMD	telnet	192.168.1.1	)	Windows	telnet	PuTTYlinux	telnet	[Breed	]	vt100	10	1024	Home/End	Breed	[abstatus]	abstatus	[arp]	arp	ARP	[boot]	boot	mem	boot	flash	[bank	]	boot	linux	boot	raw	boot	breed	-	-	Flash	bank	boot	mem	boot	flash	Flash	bank	0	boot	linux
Linux	boot	raw	boot	breed	Breed	bin	[btntst]	btntst	btntst	enable	btntst	disable	btntst	restore	-	GPIO	GPIO	btntst	enable	-	GPIO#n	btntst	disable	-	GPIO#n	btntst	restore	-	[dhcp]	dhcp	dhcp	[enable|disable]	DHCP	dhcp	enable	DHCP	dhcp	disable	DHCP	DHCP	[env]	env	env	list	env	get	env	set	env	unset	env	clear	env	save	envconf	env	list	env	get	env
set	env	unset	env	clear	env	save	[envconf]	envconf	envconf	disable	envconf	Flash	0	0x100	envconf	disable	Breed	[exit]	exit	telnet	[flash]	flash	list	flash	[bank	]	info	flash	[bank	]	dump	flash	[bank	]	read	flash	[bank	]	erase	flash	[bank	]	write	-	Flash	bank	-	Flash	-	//	-	Flash	-	Flash	flash	list	Flash	flash	info	Flash	flash	dump	Flash	flash	read	Flash	flash
erase	Flash	flash	write	Flash	[gpio]	gpio	[status|list]	gpio	button	gpio	led	gpio	get	gpio	set	gpio	dir	set	gpio	led	set	[status]	-	GPIO	-	GPIO	-	/	-	GPIO	/	-	LED	-	LED	/	gpio	[status|list]	GPIO	gpio	button	gpio	led	LED	gpio	get	GPIO	gpio	set	GPIO	gpio	dir	set	GPIO	gpio	led	set	LED	[help]	help	[mem]	mem	dump	[keep]	[size]	mem	crc32	mem	read
[byte|short|long]	mem	write	[byte|short|long]	mem	write	str	mem	copy	mem	fill	mem	compare	[keep]	-	-	[size]	-	/	[byte]	[short]	[long]	-	124	-	-	C	mem	dump	keep	CPU	mem	crc32	CRC32	mem	read	mem	write	mem	write	str	mem	copy	mem	fill	mem	compare	[mdio]	mdio	list	mdio	dump	mdio	read	mdio	write	-	-	PHY	-	-	mdio	list	mdio	dump	MII	(0	~	31)
mdio	read	MII	mdio	write	MII	[net]	net	[start|stop]	net	start	net	stop	[netstat]	netstat	[reset]	reset	[setbrg]	setbrg	-	Breed	[spi]	spi	list	spi	[dev	]	[	[	...]]	-	SPI	-	start	SPI	CS	stop	SPI	CS	read	read	display	write	write	str	speed	SPI	Hzk/mKHz/MHz	spi	list	SPI	spi	spi	start	write	"\x9f"	read	display	3	stop	[sysinfo]	sysinfo	[thread]	thread	[wget]	wget	[addr]
[addr]	-	-	HTTP	HTTP	URL	IP	TTL	U-Boot	HFS	HTTP	1.	wget	http://<	IP	>/	Saving	to	address	Length:	0x	0x80000000	0x800000	2.	Flash	flash	erase	3.	flash	write	()	|	5#	|	2015-3-21	22:38	|	hackpascal	2015-3-31	00:22	4	Breed	btntst	GPIO#	GPIO	OpenWrt	dts	GPIO	GPIO	GPIO	0	1	(active-low)	(active-high)	btntst	GPIO	btntst	disable	GPIO	btntst	GPIO
btntst	enable	GPIO	btntst	restore	GPIO	()	()	|	6#	|	2015-3-21	22:38	|	hackpascal	2017-9-19	22:13	Breed	Breed	NAND	Breed	envconf	WDR6500v2	Breed	Breed	Breed	Web	Breed	env	env	Breed	Breed	Web	Breed	Web	network.ipaddr	Breed	IP	env	set	network.ipaddr	192.168.1.1	network.netmask	Breed	env	set	network.netmask	255.255.255.0
network.dhcpd.disabled	DHCP	1	env	set	network.dhcpd.disabled	0	network.autoneg.timeout	PHY	0	-	100	env	set	network.autoneg.timeout	5	sys.led_blink.disabled	SYS	LED	Heartbeat	1	env	set	sys.led_blink.disabled	0	autoboot.disabled	Breed	/	1	env	set	autoboot.disabled	1	autoboot.delay	0	env	set	autoboot.delay	5	autoboot.command	;	env	set
autoboot.command	"boot	mem	0x9f020000"	linux.cmdline	Linux	env	set	linux.cmdline	"console=ttyS0,115200	root=31:02	rootfstype=squashfs,jffs2	init=/sbin/init"	autoboot	env	unset	linux.cmdline	linux.initrd.start	initrd	env	set	linux.initrd.start	0x80400000	linux.initrd.size	initrd	env	set	linux.initrd.size	0x500000	gpio.customized.reset	Breed	+	GPIO
GPIO	gpio	L	(active-low)H	(active-high)	env	set	gpio.customized.reset	11L	env	unset	-blank	GPIO	Breed	BreedEnter	Breed	Web	Mini	Breed	Mini	Mini	(TTL)	1	+1	wonxcn	+	1	.	()	|	Page	2	:	184451|:	0	[]	1	2	3	20	2024510DISCUZQQ68610888	()	|	Page	2	:	184452|:	0	[]	1	2	3	20	2024510DISCUZQQ68610888	()	|	Kanerty	2023-8-22	00:06	0608breed
(openwrt	breed	padavan)	htaq.pages.dev	s*x	romdns	PC,AC2100	Breed	Openwrt	firmware-selector	==>ssh==>breed/uboot==>breed	ubootbreed	uboot	android	recoveryAC2100	(2.0.745)	2023.8.14SSH	urlstok:	stok=114514/web/home#router	114514	e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855	stok
stok=stok/api/misystem/set_config_iotdev?bssid=Xiaomi&user_id=longdike&ssid=-h%3B%20nvram%20set%20ssh_en%3D1%3B%20nvram%20commit%3B%20sed%20-i%20's%2Fchannel%3D.*%2Fchannel%3D%5C%22debug%5C%22%2Fg'%20%2Fetc%2Finit.d%2Fdropbear%3B%20%2Fetc%2Finit.d%2Fdropbear%20start%3Broot	root
stok=stok/api/misystem/set\_config\_iotdev?bssid=Xiaomi&user\_id=longdike&ssid=-h%3B%20echo%20-e%20'admin%5Cnadmin'%20%7C%20passwd%20root%3Brootadmin	URLadmin	linuxpasswd/Breed	SSH	wgethttpscurlcd	/tmpcurl	-o	breed.bin	-O	-k	-g	mtdBootloader	mtd	-r	write	breed.bin	Bootloader	resetwan	PCAC2100LAN	192.168.1.1	*	r3g
xiaomi.r3g.bootfw	2	Openwrt	Openwrt	firmware-selector	Xiaomi	Mi	Router	AC2100	kernel1	rootfs0	breed	openwrt	kernel1	rootfs0	*	Openwrt	Openwrt	21.02.3	192.168.1.1	ip	network	-	interfacess	LANedit	ipv4	address	192.168.31.1	192.168.1.1	192.168.2.1	192.168.10.1	192.168.1.1	System-Software	Configure	opkg	/etc/opkg/distfeeds.conf	src/gz
openwrt_core	openwrt_base	openwrt_luci	openwrt_routing	openwrt_packages	openwrt_telephony	update	lists	luci-i18n-base-zh-cn	,openwrt	root	......	AC2100openwrt	+	breed	-	--	4.0	()	|	4#	2023-8-18	16:39	|	ssh	No	page	is	registered	at	'/api/misystem/set_config_iotdev'.	If	this	url	belongs	to	an	extension,	make	sure	it	is	properly	installed.	If	the
extension	was	recently	installed,	try	removing	the	/tmp/luci-indexcache	file.	()	|	Page	2	:	184453|:	0	[]	1	2	3	20	2024510DISCUZQQ68610888	()	|	Page	2	:	184454|:	0	[]	1	2	3	20	2024510DISCUZQQ68610888	()	|	:	54058|:	35	[]	2022-8-9	16:41	...	tra=page%3D1&page=1	...	ypeid%26typeid%3D55	:MiWiFi	2.28.65	:	1.breed	BREED	BREED	4a	2.openwrt	...
shfs-sysupgrade.bin	(4a	...	_4a_gigabit_edition)	3.telnet	WIN10,---windows	telnet,	4.openwrtrootpython	...	refs/tags/0.0.7.zip	,OpenWRTInvasion-0.0.7.zip	c:/xiaomi/	5.:winscp(breed,ftp)	(ftpwindows,,ftp://192.168.31.1)	:	0:	,,,github	:python	path,cmdpython	cmd	pip	install	requests	,,,,requests	()	:root	cmd,c:/xiaomi/	python
remote_command_execution_vulnerability.py	IP	192.168.31.1	IP	stok	,stok,	root	(:,root)(WAN,root,4)	telnet	192.168.31.1	(root,)	:	,,	()	cat	/proc/mtd	dev:	size	erasesizename	mtd0:	01000000	00010000	"ALL"	mtd1:	00030000	00010000	"Bootloader"	mtd2:	00010000	00010000	"Config"	mtd3:	00010000	00010000	"Bdata"	mtd4:	00010000	00010000
"Factory"	mtd5:	00010000	00010000	"crash"	mtd6:	00010000	00010000	"cfg_bak"	mtd7:	00100000	00010000	"overlay"	mtd8:	00d00000	00010000	"OS1"	mtd9:	00b30000	00010000	"rootfs"	mtd10:	00180000	00010000	"disk"	cd	/tmp	mkdir	backupB9AD	cd	backupB9AD	dd	if=/dev/mtd0	of=/tmp/backupB9AD/mtd0-ALL.bin	dd	if=/dev/mtd1
of=/tmp/backupB9AD/mtd1-Bootloader.bin	dd	if=/dev/mtd2	of=/tmp/backupB9AD/mtd2-Config.bin	dd	if=/dev/mtd3	of=/tmp/backupB9AD/mtd3-Bdata.bin	dd	if=/dev/mtd4	of=/tmp/backupB9AD/mtd4-Factory.bin	dd	if=/dev/mtd5	of=/tmp/backupB9AD/mtd5-crash.bin	dd	if=/dev/mtd6	of=/tmp/backupB9AD/mtd6-cfg_bak.bin	dd	if=/dev/mtd7
of=/tmp/backupB9AD/mtd7-overlay.bin	dd	if=/dev/mtd8	of=/tmp/backupB9AD/mtd8-OS1.bin	dd	if=/dev/mtd9	of=/tmp/backupB9AD/mtd9-rootfs.bin	dd	if=/dev/mtd10	of=/tmp/backupB9AD/mtd10-disk.bin	FTP,	:breed	winscpFTPbreed/tmp	:breed	mtd	-r	write	/tmp/breed-mt7621-pbr-m1.bin	Bootloader	breed	(breedIP192.168.1.1,IP)	breed	MAC
(breed4a,,eeprom)	:breedopenwrt()	http,	win10hyper-v,web	web	telnet,breed.telnet	192.168.1.1	wget	...	shfs-sysupgrade.bin	#(192.168.1.2WEBIP)	#,	#Length:	5768992/0x580270	(5MB)	[application/octet-stream]	#Saving	to	address	0x80001000	flash	erase	0x180000	0x600000	#0x1800000x600000	,0x600000,,,,,0x600000	#0x1800004aopenwrt
flash	write	0x180000	0x80001000	0x580270	#0x1800000x80001000	0x580270	boot	flash	0x180000	#0x180000	openwrt	:	breed,0x180000	,	breed,,breed	autoboot.commandboot	flash	0x180000	breed0x180000	,openwrt	bug	5G3db	1mw,1,5G,	(eeprom,)	openwrt,	,breedeeprom	,,breed,eeprom	,5G	OPENWRT	openwrt	root@OpenWrt:~#	cat	/proc/mtd
dev:	size	erasesizename	mtd0:	00030000	00010000	"u-boot"	mtd1:	00010000	00010000	"u-boot-env"	mtd2:	00010000	00010000	"Bdata"	mtd3:	00010000	00010000	"factory"	mtd4:	00010000	00010000	"crash"	mtd5:	00010000	00010000	"cfg_bak"	mtd6:	00100000	00010000	"overlay"	mtd7:	00e80000	00010000	"firmware"	mtd8:	00241f43	00010000
"kernel"	mtd9:	00c3e0bd	00010000	"rootfs"	mtd10:	00920000	00010000	"rootfs_data"	2022-08-09	4OP	,	root	()	|	4#	|	2021-11-16	12:16	|	2024-3-21	20:41	x403795698	2021-11-13	21:47	OPENWRT?	breedopenwrt-21.02.1-ramips-mt7621-xiaomi_mi-router-4a-gigabit-initramfs-kernel.bin	openwrt-21.02.1-ramips-mt7621-xiaomi_mi-router-4a-gigabit-
squashfs-sysupgrade.bin	openwrt-21.02.1-ramips-mt7621-xiaomi_mi-router-4a-gigabit-initramfs-kernel.bin	,	eeprom	,	()	|	Page	2	:	184455|:	0	[]	1	2	3	20	2024510DISCUZQQ68610888	()	|	
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