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The	AWS::S3::AccessPoint	resource	is	an	Amazon	S3	resource	type	that	you	can	use	to	access	buckets.SyntaxTo	declare	this	entity	in	your	AWS	CloudFormation	template,	use	the	following	syntax:PropertiesBucket	The	name	of	the	bucket	associated	with	this	access	point.	Required:	YesType:	StringUpdate	requires:	ReplacementName	The	name	of	this
access	point.	If	you	don't	specify	a	name,	AWS	CloudFormation	generates	a	unique	ID	and	uses	that	ID	for	the	access	point	name.	Required:	NoType:	StringUpdate	requires:	ReplacementPolicy	The	access	point	policy	associated	with	this	access	point.	Required:	NoType:	JsonUpdate	requires:	No	interruptionPolicyStatus	The	container	element	for	a
bucket's	policy	status.	Required:	NoType:	JsonUpdate	requires:	No	interruptionPublicAccessBlockConfiguration	The	PublicAccessBlock	configuration	that	you	want	to	apply	to	this	Amazon	S3	bucket.	You	can	enable	the	configuration	options	in	any	combination.	For	more	information	about	when	Amazon	S3	considers	a	bucket	or	object	public,	see	The
Meaning	of	"Public"	in	the	Amazon	S3	User	Guide.	Required:	NoType:	PublicAccessBlockConfigurationUpdate	requires:	ReplacementVpcConfiguration	The	Virtual	Private	Cloud	(VPC)	configuration	for	this	access	point,	if	one	exists.	Required:	NoType:	VpcConfigurationUpdate	requires:	ReplacementReturn	valuesRefWhen	you	pass	the	logical	ID	of
this	resource	to	the	intrinsic	Ref	function,	Ref	returns	the	access	point	name.For	more	information	about	using	the	Ref	function,	see	Ref.Fn::GetAttAlias	The	alias	for	this	access	point.	Arn	This	property	contains	the	details	of	the	ARN	for	the	access	point.	Name	The	name	of	this	access	point.	NetworkOrigin	Indicates	whether	this	access	point	allows
access	from	the	internet.	If	VpcConfiguration	is	specified	for	this	access	point,	then	NetworkOrigin	is	VPC,	and	the	access	point	doesn't	allow	access	from	the	internet.	Otherwise,	NetworkOrigin	is	Internet,	and	the	access	point	allows	access	from	the	internet,	subject	to	the	access	point	and	bucket	access	policies.	Allowed	values:	VPC	|	Internet
ExamplesCreate	an	S3	Access	PointThe	following	example	creates	an	Amazon	S3	access	point	for	the	given	S3	bucket.	This	access	point	allows	user	JaneDoe	to	make	GetObject	and	PutObject	operations	only	for	bucket	objects	prefixed	with	/janedoe.	You	must	include	/object	in	the	resource	ARN	path.For	more	information,	see	Configuring	IAM
policies	for	using	access	points	and	Managing	and	using	access	points	in	the	Amazon	S3	User	Guide.{	"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{	"S3Bucket":	{	"Type":	"AWS::S3::Bucket"	},	"S3BucketPolicy":	{	"Type":	"AWS::S3::BucketPolicy",	"Properties":	{	"Bucket":	{	"Ref":	"S3Bucket"	},	"PolicyDocument":	{	"Version":	"2012-
10-17",	"Statement":	[	{	"Action":	"*",	"Effect":	"Allow",	"Resource":	[	{	"Fn::GetAtt":	[	"S3Bucket",	"Arn"	]	},	{	"Fn::Join":	[	"",	[	{	"Fn::GetAtt":	[	"S3Bucket",	"Arn"	]	},	"/*"	]	]	}	],	"Principal":	{	"AWS":	"*"	},	"Condition":	{	"StringEquals":	{	"s3:DataAccessPointAccount":	{	"Ref":	"AWS::AccountId"	}	}	}	}	]	}	}	},	"S3AccessPoint":	{	"Type":
"AWS::S3::AccessPoint",	"Properties":	{	"Bucket":	{	"Ref":	"S3Bucket"	},	"Name":	"my-access-point",	"Policy":	{	"Version":	"2012-10-17",	"Statement":	[	{	"Action":	[	"s3:GetObject",	"s3:PutObject"	],	"Effect":	"Allow",	"Resource":	[	{	"Fn::Sub":	"arn:${AWS::Partition}:s3:${AWS::Region}:${AWS::AccountId}:accesspoint/my-access-
point/object/janedoe/*"	}	],	"Principal":	{	"AWS":	{	"Fn::Sub":	"arn:${AWS::Partition}:iam::${AWS::AccountId}:user/JaneDoe"	}	}	}	]	}	}	}	},	"Outputs":	{	"S3AccessPointArn":	{	"Value":	{	"Fn::GetAtt":	["S3AccessPoint",	"Arn"]	},	"Description":	"ARN	of	the	sample	Amazon	S3	access	point."	},	"S3AccessPointName":	{	"Value":	{	"Fn::GetAtt":
["S3AccessPoint",	"Name"]	},	"Description":	"Name	of	the	sample	Amazon	S3	access	point."	},	"S3AccessPointAlias":	{	"Value":	{	"Fn::GetAtt":	["S3AccessPoint",	"Alias"]	},	"Description":	"Alias	of	the	sample	Amazon	S3	access	point."	}	}	}AWSTemplateFormatVersion:	2010-09-09	Resources:	S3Bucket:	Type:	'AWS::S3::Bucket'	S3BucketPolicy:	Type:
'AWS::S3::BucketPolicy'	Properties:	Bucket:	!Ref	S3Bucket	PolicyDocument:	Version:	2012-10-17	Statement:	-	Action:	'*'	Effect:	Allow	Resource:	-	!GetAtt	-	S3Bucket	-	Arn	-	!Join	-	''	-	-	!GetAtt	-	S3Bucket	-	Arn	-	/*	Principal:	AWS:	'*'	Condition:	StringEquals:	's3:DataAccessPointAccount':	!Ref	'AWS::AccountId'	S3AccessPoint:	Type:
'AWS::S3::AccessPoint'	Properties:	Bucket:	!Ref	S3Bucket	Name:	my-access-point	Policy:	Version:	2012-10-17	Statement:	-	Action:	-	's3:GetObject'	-	's3:PutObject'	Effect:	Allow	Resource:	-	!Sub	>-	arn:${AWS::Partition}:s3:${AWS::Region}:${AWS::AccountId}:accesspoint/my-access-point/object/janedoe/*	Principal:	AWS:	!Sub
'arn:${AWS::Partition}:iam::${AWS::AccountId}:user/JaneDoe'	Outputs:	S3AccessPointArn:	Value:	Fn::GetAtt:	-	S3AccessPoint	-	Arn	Description:	ARN	of	the	sample	Amazon	S3	access	point.	S3AccessPointName:	Value:	Fn::GetAtt:	-	S3AccessPoint	-	Name	Description:	Name	of	the	sample	Amazon	S3	access	point.	S3AccessPointAlias:	Value:
Fn::GetAtt:	-	S3AccessPoint	-	Alias	Description:	Alias	of	the	sample	Amazon	S3	access	point.Create	an	S3	Access	Point	restricted	to	a	VPCThe	following	example	creates	an	Amazon	S3	access	point	restricted	to	a	virtual	private	cloud	(VPC).	For	more	information,	see	Configuring	IAM	policies	for	using	access	points	in	the	Amazon	S3	User	Guide.{
"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{	"S3Bucket":	{	"Type":	"AWS::S3::Bucket"	},	"S3BucketPolicy":	{	"Type":	"AWS::S3::BucketPolicy",	"Properties":	{	"Bucket":	{	"Ref":	"S3Bucket"	},	"PolicyDocument":	{	"Version":	"2012-10-17",	"Statement":	[	{	"Action":	"*",	"Effect":	"Allow",	"Resource":	[	{	"Fn::GetAtt":	[	"S3Bucket",	"Arn"
]	},	{	"Fn::Join":	[	"",	[	{	"Fn::GetAtt":	[	"S3Bucket",	"Arn"	]	},	"/*"	]	]	}	],	"Principal":	{	"AWS":	"*"	},	"Condition":	{	"StringEquals":	{	"s3:DataAccessPointAccount":	{	"Ref":	"AWS::AccountId"	}	}	}	}	]	}	}	},	"VPC":	{	"Type":	"AWS::EC2::VPC",	"Properties":	{	"CidrBlock":	"10.0.0.0/16"	}	},	"S3AccessPoint":	{	"Type":	"AWS::S3::AccessPoint",
"Properties":	{	"Bucket":	{	"Ref":	"S3Bucket"	},	"Name":	"my-access-point",	"VpcConfiguration":	{	"VpcId":	{	"Ref":	"VPC"	}	},	"PublicAccessBlockConfiguration":	{	"BlockPublicAcls":	true,	"IgnorePublicAcls":	true,	"BlockPublicPolicy":	true,	"RestrictPublicBuckets":	true	}	}	}	},	"Outputs":	{	"S3AccessPointArn":	{	"Value":	{	"Ref":	"S3AccessPoint"	},
"Description":	"ARN	of	the	sample	Amazon	S3	access	point."	}	}	}AWSTemplateFormatVersion:	2010-09-09	Resources:	S3Bucket:	Type:	AWS::S3::Bucket	S3BucketPolicy:	Type:	AWS::S3::BucketPolicy	Properties:	Bucket:	Ref:	S3Bucket	PolicyDocument:	Version:	2012-10-17	Statement:	-	Action:	"*"	Effect:	Allow	Resource:	-	Fn::GetAtt:	-	S3Bucket	-	Arn	-
Fn::Join:	-	""	-	-	Fn::GetAtt:	-	S3Bucket	-	Arn	-	/*	Principal:	AWS:	"*"	Condition:	StringEquals:	s3:DataAccessPointAccount:	Ref:	AWS::AccountId	VPC:	Type:	AWS::EC2::VPC	Properties:	CidrBlock:	10.0.0.0/16	S3AccessPoint:	Type:	AWS::S3::AccessPoint	Properties:	Bucket:	Ref:	S3Bucket	Name:	my-access-point	VpcConfiguration:	VpcId:	Ref:	VPC
PublicAccessBlockConfiguration:	BlockPublicAcls:	true	IgnorePublicAcls:	true	BlockPublicPolicy:	true	RestrictPublicBuckets:	true	Outputs:	S3AccessPointArn:	Value:	Ref:	S3AccessPoint	Description:	ARN	of	the	sample	Amazon	S3	access	point.	This	example	uses	a	AWS::S3::Bucket	to	create	a	bucket	with	default	settings.	"myS3Bucket"	:	{	"Type"	:
"AWS::S3::Bucket"	}	MyS3Bucket:	Type:	AWS::S3::Bucket	Creating	an	Amazon	S3	bucket	for	website	hosting	and	with	a	DeletionPolicy	This	example	creates	a	bucket	as	a	website.	The	AccessControl	property	is	set	to	the	canned	ACL	PublicRead	(public	read	permissions	are	required	for	buckets	set	up	for	website	hosting).	Because	this	bucket
resource	has	a	DeletionPolicy	attribute	set	to	Retain,	AWS	CloudFormation	will	not	delete	this	bucket	when	it	deletes	the	stack.	The	Output	section	uses	Fn::GetAtt	to	retrieve	the	WebsiteURL	attribute	and	DomainName	attribute	of	the	S3Bucket	resource.	{	"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{	"S3Bucket":	{	"Type":
"AWS::S3::Bucket",	"Properties":	{	"AccessControl":	"PublicRead",	"WebsiteConfiguration":	{	"IndexDocument":	"index.html",	"ErrorDocument":	"error.html"	}	},	"DeletionPolicy":	"Retain"	},	"BucketPolicy":	{	"Type":	"AWS::S3::BucketPolicy",	"Properties":	{	"PolicyDocument":	{	"Id":	"MyPolicy",	"Version":	"2012-10-17",	"Statement":	[	{	"Sid":
"PublicReadForGetBucketObjects",	"Effect":	"Allow",	"Principal":	"*",	"Action":	"s3:GetObject",	"Resource":	{	"Fn::Join":	[	"",	[	"arn:aws:s3:::",	{	"Ref":	"S3Bucket"	},	"/*"	]	]	}	}	]	},	"Bucket":	{	"Ref":	"S3Bucket"	}	}	}	},	"Outputs":	{	"WebsiteURL":	{	"Value":	{	"Fn::GetAtt":	[	"S3Bucket",	"WebsiteURL"	]	},	"Description":	"URL	for	website	hosted	on	S3"
},	"S3BucketSecureURL":	{	"Value":	{	"Fn::Join":	[	"",	[	"https://",	{	"Fn::GetAtt":	[	"S3Bucket",	"DomainName"	]	}	]	]	},	"Description":	"Name	of	S3	bucket	to	hold	website	content"	}	}	}	AWSTemplateFormatVersion:	2010-09-09	Resources:	S3Bucket:	Type:	'AWS::S3::Bucket'	Properties:	AccessControl:	PublicRead	WebsiteConfiguration:
IndexDocument:	index.html	ErrorDocument:	error.html	DeletionPolicy:	Retain	BucketPolicy:	Type:	'AWS::S3::BucketPolicy'	Properties:	PolicyDocument:	Id:	MyPolicy	Version:	2012-10-17	Statement:	-	Sid:	PublicReadForGetBucketObjects	Effect:	Allow	Principal:	'*'	Action:	's3:GetObject'	Resource:	!Join	-	''	-	-	'arn:aws:s3:::'	-	!Ref	S3Bucket	-	/*	Bucket:
!Ref	S3Bucket	Outputs:	WebsiteURL:	Value:	!GetAtt	-	S3Bucket	-	WebsiteURL	Description:	URL	for	website	hosted	on	S3	S3BucketSecureURL:	Value:	!Join	-	''	-	-	'https://'	-	!GetAtt	-	S3Bucket	-	DomainName	Description:	Name	of	S3	bucket	to	hold	website	content	Creating	a	static	website	using	a	custom	domain	You	can	use	Route	53	with	a	registered
domain.	The	following	sample	assumes	that	you	have	already	created	a	hosted	zone	in	Route	53	for	your	domain.	The	example	creates	two	buckets	for	website	hosting.	The	root	bucket	hosts	the	content,	and	the	other	bucket	redirects	www.domainname.com	requests	to	the	root	bucket.	The	record	sets	map	your	domain	name	to	Amazon	S3	endpoints.
You	will	also	need	to	add	a	bucket	policy,	as	shown	in	the	examples	above.	For	more	information	about	using	a	custom	domain,	see	Setting	up	a	static	website	using	a	custom	domain	in	the	Amazon	Simple	Storage	Service	User	Guide.	{	"AWSTemplateFormatVersion":	"2010-09-09",	"Mappings"	:	{	"RegionMap"	:	{	"us-east-1"	:	{	"S3hostedzoneID"	:
"Z3AQBSTGFYJSTF",	"websiteendpoint"	:	"s3-website-us-east-1.amazonaws.com"	},	"us-west-1"	:	{	"S3hostedzoneID"	:	"Z2F56UZL2M1ACD",	"websiteendpoint"	:	"s3-website-us-west-1.amazonaws.com"	},	"us-west-2"	:	{	"S3hostedzoneID"	:	"Z3BJ6K6RIION7M",	"websiteendpoint"	:	"s3-website-us-west-2.amazonaws.com"	},	"eu-west-1"	:	{
"S3hostedzoneID"	:	"Z1BKCTXD74EZPE",	"websiteendpoint"	:	"s3-website-eu-west-1.amazonaws.com"	},	"ap-southeast-1"	:	{	"S3hostedzoneID"	:	"Z3O0J2DXBE1FTB",	"websiteendpoint"	:	"s3-website-ap-southeast-1.amazonaws.com"	},	"ap-southeast-2"	:	{	"S3hostedzoneID"	:	"Z1WCIGYICN2BYD",	"websiteendpoint"	:	"s3-website-ap-southeast-
2.amazonaws.com"	},	"ap-northeast-1"	:	{	"S3hostedzoneID"	:	"Z2M4EHUR26P7ZW",	"websiteendpoint"	:	"s3-website-ap-northeast-1.amazonaws.com"	},	"sa-east-1"	:	{	"S3hostedzoneID"	:	"Z31GFT0UA1I2HV",	"websiteendpoint"	:	"s3-website-sa-east-1.amazonaws.com"	}	}	},	"Parameters":	{	"RootDomainName":	{	"Description":	"Domain	name	for
your	website	(example.com)",	"Type":	"String"	}	},	"Resources":	{	"RootBucket":	{	"Type":	"AWS::S3::Bucket",	"Properties":	{	"BucketName"	:	{"Ref":"RootDomainName"},	"AccessControl":	"PublicRead",	"WebsiteConfiguration":	{	"IndexDocument":"index.html",	"ErrorDocument":"404.html"	}	}	},	"WWWBucket":	{	"Type":	"AWS::S3::Bucket",
"Properties":	{	"BucketName":	{	"Fn::Join":	["",	["www.",	{"Ref":"RootDomainName"}]]	},	"AccessControl":	"BucketOwnerFullControl",	"WebsiteConfiguration":	{	"RedirectAllRequestsTo":	{	"HostName":	{"Ref":	"RootBucket"}	}	}	}	},	"myDNS":	{	"Type":	"AWS::Route53::RecordSetGroup",	"Properties":	{	"HostedZoneName":	{	"Fn::Join":	["",	[{"Ref":
"RootDomainName"},	"."]]	},	"Comment":	"Zone	apex	alias.",	"RecordSets":	[	{	"Name":	{"Ref":	"RootDomainName"},	"Type":	"A",	"AliasTarget":	{	"HostedZoneId":	{"Fn::FindInMap"	:	[	"RegionMap",	{	"Ref"	:	"AWS::Region"	},	"S3hostedzoneID"]},	"DNSName":	{"Fn::FindInMap"	:	[	"RegionMap",	{	"Ref"	:	"AWS::Region"	},	"websiteendpoint"]}	}	},	{
"Name":	{	"Fn::Join":	["",	["www.",	{"Ref":"RootDomainName"}]]	},	"Type":	"CNAME",	"TTL"	:	"900",	"ResourceRecords"	:	[	{"Fn::GetAtt":["WWWBucket",	"DomainName"]}	]	}	]	}	}	},	"Outputs":	{	"WebsiteURL":	{	"Value":	{"Fn::GetAtt":	["RootBucket",	"WebsiteURL"]},	"Description":	"URL	for	website	hosted	on	S3"	}	}	}	Parameters:
RootDomainName:	Description:	Domain	name	for	your	website	(example.com)	Type:	String	Mappings:	RegionMap:	us-east-1:	S3hostedzoneID:	Z3AQBSTGFYJSTF	websiteendpoint:	s3-website-us-east-1.amazonaws.com	us-west-1:	S3hostedzoneID:	Z2F56UZL2M1ACD	websiteendpoint:	s3-website-us-west-1.amazonaws.com	us-west-2:	S3hostedzoneID:
Z3BJ6K6RIION7M	websiteendpoint:	s3-website-us-west-2.amazonaws.com	eu-west-1:	S3hostedzoneID:	Z1BKCTXD74EZPE	websiteendpoint:	s3-website-eu-west-1.amazonaws.com	ap-southeast-1:	S3hostedzoneID:	Z3O0J2DXBE1FTB	websiteendpoint:	s3-website-ap-southeast-1.amazonaws.com	ap-southeast-2:	S3hostedzoneID:	Z1WCIGYICN2BYD
websiteendpoint:	s3-website-ap-southeast-2.amazonaws.com	ap-northeast-1:	S3hostedzoneID:	Z2M4EHUR26P7ZW	websiteendpoint:	s3-website-ap-northeast-1.amazonaws.com	sa-east-1:	S3hostedzoneID:	Z31GFT0UA1I2HV	websiteendpoint:	s3-website-sa-east-1.amazonaws.com	Resources:	RootBucket:	Type:	AWS::S3::Bucket	Properties:
BucketName:	!Ref	RootDomainName	AccessControl:	PublicRead	WebsiteConfiguration:	IndexDocument:	index.html	ErrorDocument:	404.html	WWWBucket:	Type:	AWS::S3::Bucket	Properties:	BucketName:	!Sub	-	www.${Domain}	-	Domain:	!Ref	RootDomainName	AccessControl:	BucketOwnerFullControl	WebsiteConfiguration:
RedirectAllRequestsTo:	HostName:	!Ref	RootBucket	myDNS:	Type:	AWS::Route53::RecordSetGroup	Properties:	HostedZoneName:	!Sub	-	${Domain}.	-	Domain:	!Ref	RootDomainName	Comment:	Zone	apex	alias.	RecordSets:	-	Name:	!Ref	RootDomainName	Type:	A	AliasTarget:	HostedZoneId:	!FindInMap	[	RegionMap,	!Ref	'AWS::Region',
S3hostedzoneID]	DNSName:	!FindInMap	[	RegionMap,	!Ref	'AWS::Region',	websiteendpoint]	-	Name:	!Sub	-	www.${Domain}	-	Domain:	!Ref	RootDomainName	Type:	CNAME	TTL:	900	ResourceRecords:	-	!GetAtt	WWWBucket.DomainName	Outputs:	WebsiteURL:	Value:	!GetAtt	RootBucket.WebsiteURL	Description:	URL	for	website	hosted	on	S3	Did
this	page	help	you?	-	YesThanks	for	letting	us	know	we're	doing	a	good	job!If	you've	got	a	moment,	please	tell	us	what	we	did	right	so	we	can	do	more	of	it.Did	this	page	help	you?	-	NoThanks	for	letting	us	know	this	page	needs	work.	We're	sorry	we	let	you	down.If	you've	got	a	moment,	please	tell	us	how	we	can	make	the	documentation	better.
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